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How did the log volume change over time?
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Are CAs distributing certificates over many CT logs?
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Method Results
* Inspect domains with similarities ¢ Identified 63k phishing domains for
to domains from Apple alone
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* Yes, CT can be used to find malicious
domains



Does CT leak private data to attackers?



Does CT leak private data to attackers?

Method

e Extract subdomain labels from
all CT logged certificates

e Generate new FQDNs with most
common subdomain labels



Does CT leak private data to attackers?

Method Results

e Extract subdomain labels from e 18.8M new FQDNs found
all CT logged certificates

e Generate new FQDNs with most
common subdomain labels



Does CT leak private data to attackers?

Method Results

e Extract subdomain labels from e 18.8M new FQDNs found
all CT logged certificates

. * Yes, CT helps attackers find
* Generate new FQD.NS with most oreviously unknown domains
common subdomain labels
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s CT actively being misused to find victims?

Method Results

* Create CT honeypot for scanners ¢ First DNS lookups after 1 minute,
HTTP(S) access after 1 hour

* Log certificate for
pseudorandom subdomain * Most scanners without info in
rDNS, WHOIS, or on website

 Check DNS and webserver
activity * Yes, CT is being misused by
actors with undeclared intent



Take-Aways

CT ecosystem dominated by few stakeholders
Majority of logging volume from few CAs to few logs

CT helps in finding phishing domains
Enables near-time detection and reaction

CT helps attackers

Find previously unknown domains
Scans from dubious actors within minutes
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