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IoT Backend Server Infrastructure: support IoT devices

Off-loaded device 
functionalities, Data 

Ingestion,  
Authentication, Update, 

Monitoring, ...
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IoT Backend Providers:
IoT Backend Provider:
Amazon IoT, Google IoT Core
Siemens Mindsphere...

IoT Backends

Companies providing specialized IoT 
backend services
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Research Goals:

RG1: Inferring and characterizing the IoT Backends

RG2: Characterization of the IoT backend traffic (as seen in a 
large European ISP)
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Outline

• Methodology

• RG1: Inferring and Characterizing the IoT Backends

• RG2: Characterization of the IoT Backend Traffic

• Limitations

• Summary
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Methodology Overview

Identifying 
IoT 

domains 
and their 
patterns

Mapping 
domains and 
patterns to 

IPv4/6

Shared / 
dedicated 

Infra. 
detection

Per provider 
IPv4/6 

addresses
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Studied Backend Providers

• Alibaba IoT 
• Amazon IoT 
• Baidu IoT
• Bosch IoT Hub 
• Cisco Kinetic
• Fujitsu IoT
• Google IoT core 
• Huawei IoT
• IBM IoT 

• Microsoft Azure IoT Hub 
• Oracle IoT
• PTC ThingWorx
• SAP IoT 
• Siemens Mindsphere
• Sierra Wireless
• Tencent IoT

Account for 90+% of IoT backend revenue *
* IoT Analytics. 2022 List of IoT Platforms Companies. https://iot-analytics.com/product/list-of-iot-platform-companies.
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Methodology: Identifying IoT domains and their patterns

• IoT backend domains: 
• specified in the provider’s documentation 
• follow well-defined form
• <subdomain>.<region>.<secondlevel-domain(SLD)> 
• xyszd23d.iot.us-east2.amazonaws.com.

• Regular expression: 
• (.+)(\.iot\.)([[:alnum:]]+(-[[:alnum:]]+)+)?(\.amazonaws\.com\.$)
• .\.(iot-(coaps|mqtts|https|amqps|api|da)\.).+\.myhuaweicloud\.com\.$  
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Methodology: Mapping domains and patterns to IPv4/6

• Find hosts with matching TLS certificates:
• Censys, IPv4
• Custom IPv6 scan

• DNS lookup to find other hosts(e.g., Non-TLS)
• Matching A/AAAA/CNAME records in passive DNS 

datasets like DNSDB
• Resolving the DNSDB records from multiple 

locations 
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Methodology: Shared / dedicated Infra. detection

• Check whether other (non-IoT) services are hosted 
on same IPs

• Lookup IPv4/6 addresses in DNSDB to find 
other domains hosted on same IPs
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RG1: Inferring and Characterizing the IoT Backends

• Deployment strategies

• Location

• Supported protocols
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Deployment Strategies:

• Diverse deployment 
methodologies & # IPs

• 6 companies rely on public 
clouds

• One backend provider relies on 
another one
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RG2: Characterization of the IoT Backend Traffic (as seen 
at a large European ISP)

• Traffic patterns

• Traffic Localization: 
How much IoT traffic leaves Europe? (privacy ....)

• Outage: 
Effect of an outage on the IoT traffic (case study)
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Traffic Patterns

Evenings ~ 8:00 PM – 8:00 AM local time Peak in afternoons

Peak in mornings(Typical 
business hours)

• Diverse traffic 
patterns
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Traffic Localization:

� �� �� �� �� ���
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(XURSH $PHULFD $V
LD

~>50% of observed IoT subscriber lines contact 
Non-EU servers

Majority of traffic stays within Europe

GDPR Implications?

>70% of observed IoT backend server IPs are 
outside of EU (65% in US)
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AWS Outage: December 7th, 2021

Lowest traffic before 
the outage 14.5+% traffic drop

Outage period
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Limitations

• Reliance on public documentation

• Limited view on IPv6

• Shared infrastructure detection

• Single vantage point
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Summary

• RG1: Inferring and characterizing IoT Backends:

• First study on Infrastructure of IoT Backend Providers

• Methodology to infer the IoT backends

• Can be repurposed to identify candidate IoT traffic in passive data

• RG2: Characterization of the IoT backend traffic: 

• Diverse IoT traffic patterns

• ~>50% of observed IoT subscriber lines contact Non-EU servers

For Domains 
& Regexes
Scan this 



Backup Slides
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IoT Backend Providers: Important, yet understudied

source: https://www.zdnet.com/article/sierra-wireless-partially-
restores-network-following-ransomware-attack/

Recent research focuses on IoT devices 

source: https://futurism.com/amazon-outage-iot
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Characterization:

• Diverse deployment 
methodologies & # IPs

• Cisco, PTC, Siemens, SAP, Sierra 
Wireless, and Bosch rely on public 
clouds

• Siemens partially relies on 
Amazon IoT

# of IPs/Backend
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IP Stability
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Slight #of European 
customers were affected
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# of Subscriber lines per provider
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# of Downstream vs Upstream Traffic Ratio
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Application Mix
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Application Mix
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