


• Online Advertising is dominant revenue model
• 98.4% of Facebook revenue

• Tracking technologies, e.g., Web cookies 
• Helping monetization and user experience
• Privacy issues
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Do cookies set on a website with an accepted banner 
contribute to user tracking on subsequently visited websites 
before any consent is given?
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tracker.net

Intractable Cookies → tracking cookies that are set on a accepted domain and later 
sent to the tracker by subsequent websites prior to any banner interaction.
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• Measurement tools:
• BannerClick: detecting and interacting with banners with 99% accuracy.
• OpenWPM: crawling and collecting required data like cookie set and sent.

• Vantage point: an AWS server in Germany.
• Target list: randomly select and shuffle 20k sites from Tranco’s top 50k.
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• Two Privacy Regulations Limitations
• Fragmented interpretation of consent requirements:

• GDPR is not specific on the implementations.
• Implementation details is delegated to soft law privacy frameworks.

• European Data Protection Board (EDPB)
• national Data Protection Authorities (DPA)
• and court rulings 

• Inconsistency between EDPB and DPAs.
• Ambiguity of Accountability:

• Per GDPR, “data controller”  is responsible for ensuring compliance. 
• When multiple parties involved, data controller is unclear.
• Hard to enforce accountability.
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• Our proposal
• Handle unwanted tracking
• Consider interests of other stakeholders

• “Data Controller” ambiguity
• Obtaining consent is distinct from data collection and processing.
• Integrating Consent Mechanism in the browser

• Browser as consent manager
• Collect user preferences and applies them accordingly

• A user centric and uniform Consent Mechanism
• Less burden on users and developers

• Streamlined, scalable, and user-friendly system
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• More results and details on 
discussion in paper

• Artifact incl. tools and 
analysis codes and data
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https://bannerclick.github.io
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• Approaches to mitigate non-consensual tracking via cookies
• Blocking third-party cookies entirely
• Deploying partitioned cookies

• Our proposal: Browser-Integrated Consent Mechanism
• Handle unwanted tracking in
• Consider interests of other stakeholders
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