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Background

e General Data Protection Regulation (GDPR)

* EU regulation g
* Enacted on May 25, 2018 B ¥
 Enhance individuals' control and rights over their personal data R .

* California Consumer Privacy Act (CCPA) e e

e California State law
* Enacted onJanuary 1, 2020

* Enterprises and vendors react
* Cookies banners
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Cookie Paywall Detection

Exploring the Cookieverse:

e Using BannerClick , , i ,
A Multi-Perspective Analysis of Web Cookies

e Detect and interact with cookie banner

Ali Rasaii!, Shivani Singh?, Devashish Gosain'?, and Oliver Gasser!

e Cookie paywall module
e Subscription-related words: “abo”, “abonnent”, “abbo
e Currency words and symbols: EUR, USD, CHF, AUD, GB
* Payment-related combination: $3.99, 3.99S l

We use cookies to make your interactions with our website more meaningful. They help us better understand how our
websites are used, so we can tailor content for you. For more information about the different cookies we are using, read the

[ J D e t e Ct i O n a C C u ra Cy p’i’f'aﬂ',,sf?t‘ﬂ‘e,",tj:'f?fha"ge your cookie settings and preferences, click the Cookie Consent Manager button.

* 1000 random websites: 100% __ : ENT MANAG

e 285 websites with detected cookie paywall: 98%




Measurement Setup

* 8 vantage points: Germany, Sweden, US West, US East, India, Brazil, South Africa,
Australia

* Target list: Google CrUX top 10k domains for each VP country = 45,222 unique
reachable domains



Detected Cookie Paywall Websites

VP Cookiewalls

US East 197 280 cookiewalls

US West 199

Brazil 196 e 76 ShadOWDOM
Germany * 132 iFrame

Sweden « 72 main HTML DOM
South Africa 199

India 192 e 233 websites with .de TLD
Australia 190

Cookie paywalls are most prevalent on .de websites



Cookie Paywall Website Categories
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Cookiewalls are deployed on a large variety of different website categories



Cookie Paywall Subscription Prices

Majority of
subscriptions cost less
than 3 Euro per month

TLDs

0%
I

25%

50%

75%

100%

news

info

m— 1.0

0.8

o
o

Fraction of Websties

=
0

O
bo

4 5 6
Price Buckets [€]

7 8

0.0

9 10

TLDs of websites do not have a substantial impact on the prices
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Cookie Paywall Price Correlations
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No relation between subscription price and website category or number of tracking cookies
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Cookie Paywalls vs. Cookie Banners
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Cookie paywall websites set many more cookies compared to those with regular banners



Accept vs. Subscribe for Cookie Paywalls

e Subscription Management
Platforms for cookie paywalls

* Ad-free access to all partner
websites with a single monthly
subscription

* Contentpass case-study with 219
partnered websites

... or with contentpass

p;’ lant o?ﬁ@ dhayebsite completely free of advertising, personalized tracking and commercials from

Consent to Cookies & Data processing 2.99 € / month.

Visit this website as usual with advertising and tracking. You can revoke your consent at any
time via the privacy policy.

Accept all Already contentpass member? 9 Login

olicy or in our priv

More Info on advertising and tracking can be found in our pri

On this website we use cookies and similar functions to process end device information and personal data. The processing is used for purposes such as to integrate content, external services and
elements from third parties, statistical analysis/measurement, personalized advertising and the integration of social media. Depending on the function, data is passed on to up to 200 third parties
and processed by them. This consent is voluntary, not required for the use of our website and can be revoked at any time using the icon on the bottom left.

O Store and/or access information on a device () Select basic ads O Create a personalised ads profile O Select personalised ads

O Measure ad performance O Measure content performance

O Select personalised content

(O Create a personalised content profile

device characteristics for

Apply market research to generate audience Actively scan
PP 8 O Develop and improve products O Use precise geolocation data Y

(w]

identification

insights

Customize your choice | Privacy notice |  Legal notice
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Accept B Subscription

Subscription effectively stops tracking
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Discussion & Conclusion

Discussion Conclusion

* Yet another way to monetize users * Prevalent on German websites

* Two classes of Web users * Analyzed category, prices, correlations

* No harmonized position on cookie * More tracking compared to regular banners

aywalls by data protection authorities o :
Pay y P e Subscription stops tracking

* Can lead to extortion-like behavior of
websites

https://bannerclick.github.io



https://bannerclick.github.io/

