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Background

• General Data Protection Regulation (GDPR)
• EU regulation

• Enacted on May 25, 2018

• Enhance individuals' control and rights over their personal data 

• California Consumer Privacy Act (CCPA)
• California State law

• Enacted on January 1, 2020

• Enterprises and vendors react
• Cookies banners
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Cookie Banners

• Data collection is source of income

• Different banner appearances

• Cookie paywall: accept-or-pay
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Large-scale measurement on cookie paywall landscape and its characteristics



Cookie Paywall Detection
• Using BannerClick

• Detect and interact with cookie banner

• Cookie paywall module
• Subscription-related words: “abo”, “abonnent”, “abbonamento”, “ad-free” and “subscribe”

• Currency words and symbols: EUR, USD, CHF, AUD, GBP, Rs, BRL, CNY, and ZAR

• Payment-related combination: $3.99, 3.99$

• Detection accuracy
• 1000 random websites: 100%

• 285 websites with detected cookie paywall: 98%
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Measurement Setup

• 8 vantage points: Germany, Sweden, US West, US East, India, Brazil, South Africa, 
Australia

• Target list: Google CrUX top 10k domains for each VP country  45,222 unique 
reachable domains 
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Detected Cookie Paywall Websites
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280 cookiewalls

• 76 ShadowDOM

• 132 iFrame

• 72 main HTML DOM

• 233 websites with .de TLD

Cookie paywalls are most prevalent on .de websites



Cookie Paywall Website Categories
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Cookiewalls are deployed on a large variety of different website categories

Methodology:
Use FortiGuard’s Web 
filter database to 
categorize the websites



Cookie Paywall Subscription Prices
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TLDs of websites do not have a substantial impact on the prices

Majority of 
subscriptions cost less 
than 3 Euro per month



Cookie Paywall Price Correlations
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No relation between subscription price and website category or number of tracking cookies  



Cookie Paywalls vs. Cookie Banners
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Cookie paywall websites set many more cookies compared to those with regular banners



Accept vs. Subscribe for Cookie Paywalls
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Subscription effectively stops tracking

• Subscription Management 
Platforms for cookie paywalls

• Ad-free access to all partner 
websites with a single monthly 
subscription

• Contentpass case-study with 219 
partnered websites



Discussion

• Yet another way to monetize users

• Two classes of Web users

• No harmonized position on cookie 
paywalls by data protection authorities

• Can lead to extortion-like behavior of 
websites
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Discussion & Conclusion

Conclusion

• Prevalent on German websites

• Analyzed category, prices, correlations

• More tracking compared to regular banners

• Subscription stops tracking

https://bannerclick.github.io

https://bannerclick.github.io/

