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Abstract. Web cookies have been the subject of many research studies
over the last few years. However, most existing research does not consider
multiple crucial perspectives that can influence the cookie landscape,
such as the client’s location, the impact of cookie banner interaction, and
from which operating system a website is being visited. In this paper,
we conduct a comprehensive measurement study to analyze the cookie

e Check out the paper
. Iy . L

® CC PA Im p d Ct \“\eée"\ 6\%‘\*\&%&%@1} Q;bé'?&‘\@ ,&@\\% \(\6\% landscape for Tranco top-10k websites from different geographic loca-
S C;e" 05 \)C) X W2 tions and analyze multiple different perspectives. One important factor
. o R which influences cookies is the use of cookic banners. We develop a tool,
* Landing vs. Inner pages gy gy Ly o o < e
to be 56% more prevalent when visiting websites from within the EU
. t s Third Party region. Moreover, we analyze the effect of banner interaction on different

*  Mobile vs. Desktop L

.
* Consistency analysis

e
=]
l

First Party

10'2 types of cookies (i.e., first-party, third-party, and tracking). For instance,
we observe that websites send, on average 5x more third-party cook-
ics after clicking “accept”, underlining that it is critical to interact with

banners when forming Web Additionally, we analyze
statistical it v, evaluate the widesp d deploy of consent

management platforms, compare landing to inner pages, and assess the
impact of visiting a website on a desktop compared to a mobile phone.
Our study highlights that all of these factors substantially impact the
cookie landscape, and thus a multi-perspective approach should be taken
when performing Web measurement studies.

10!

1 Introduction

Web cookies serve various purposes, like keeping the user logged in or stor-
ing a user’s website settings. However, other than their originally intended use,
cookies have been exploited for commercial activities like user tracking and ad-
vertisement targeting [1,4,17,18,59]. As a consequence, various data protection
laws have been enacted in the past few years, e.g., the General Data Protection
Regulation (GDPR) [19] in the EU and the California Consumer Privacy Act
(CCPA) [8] to regulate the use of cookies.
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e Source code available
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Backup: Measurement Setup

e Main run
* TrancoToplOkList domains =» 9020 totally reachable
* 5 iteration for each mode of interaction

e Desktop vs. mobile (and others)
* Tranco tiered 300 = top-100, 1001-1100, and 9901-10k

* User Agent

> Mobile: “Mozilla/5.0 (Android 12; Mobile; rv:68.0) Gecko/68.0 Firefox/93.0”
o Desktop: “Mozilla/5.0 (X11; Linux x86_64; rv:95.0) Gecko/20100101 Firefox/95.0”

* Screen size
o Mobile: 340x695
o Desktop: 1366x768
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Backup: Measurements

Table 1. Overview of different measurement types.

Measurement Type Start Date Duration Target Websites

Banner Interaction Jan 20, 2022 20 days  Tranco Top 10k

Consistency Tests Feb 9, 2022 10 days  Tranco tiered 300
Landing vs. Inner Mar 8, 2022 4 days Tranco tiered 300
Desktop vs. Mobile  Feb 27, 2022 10 hours Tranco tiered 300
Impact of CCPA Mar 13, 2022 10 hours Tranco tiered 300
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Backup: Words Frequency
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Backup: Inner vs Landing

Third Party Tracking
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Backup: Mobile vs Desktop

Third Party Tracking
1.0 1.0
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User agent would impact the number of cookies.
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Backup: Cookies — EU vs non-EU

<
N

Fraction of websites

=
b

0.0

Background Methodology BannerClick

Third Party

——" Accept EU
D P

No interaction EU

No interaction non-EU

100 10! 102
Avg. number of cookies

0.2

0.0

Tracking

+ Accept EU
No interaction EU

No interaction non-EU

10° 10 102
Avg. number of cookies

Less cookies in EU compared to non-EU




Backup: Consistency
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Backup: Consent Management Platform
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Backup: Explicit vs. Implicit

prime video
S—-="1

Anmelden

Prime Video verwendet Cookies, um lhnen bestimmte Dienste zur Verfiigung zu stellen, von
Einstellungen und Bereitstellung von Inhalten. Andere Amazon-Websites kénnen Cookies filr weitere Zwecke verwenden. Weitere Informationen
dariiber, wie Amazon Cookies verwendet, finden Sie in den Amazon-Cookie-Hinweisen.

We use cookies to make your interactions with our website more meaningful. They help us better understand how our
websiles are used, 50 we can tailor content for you. For more information aboul the different cookies we are using, read the
Privacy Statement. To change your cookie settings and preferences, click the Cookie Consent Manager button.

REJECT ALL COOKIES ACCEPT ALL COOKIES CCOOKIE CONSENT MANAGER

AMAZON ORIGINAL
Good Omens
Auf Amazon.de ansehen

PRIME ORIGINAL

RYAN

Auf Amazon.de ansehen

We use cookies to make your interactions with our website more meaningful. They help us better understand how our

websites are used, so we can tailor content for you. For more information about the different cookies we are using, read the Prime Video verwendet Cookies, um Ihnen bestimmte Dienste zur Veerfiigung zu stellen, einschlieRlich Authentifizierung, Speicherung von X
Privacy Sta t.To cha nge your cookie settings and prefere nces. click the Cookie Consent Manager button Einstellungen und Bereitstellung von Inhalten. Andere Amazon-Websites kénnen Cookies fiir weitere Zwecke verwenden. Weitere Informationen
= ST ! . dariiber, wie Amazon Cookies verwendet, finden Sie in den Amazon-Cookie-Hinweisen.
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