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Why SRv6?

• Segment Routing for IPv6

• similar to MPLS → source routing
• more Magical

• powerful network programming capabilities → service-driven networks
• simple → myriad of protocols coming with MPLS not needed anymore
• directly integrated into IPv6
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Segment Routing: The Basics
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SRv6 Header

Next Header Hdr Ext Len Routing Type
(4) Segments Left

Last Entry Flags Tag

Segment List[0]

...

Segment List[n]

Optional Type Length Values (TLVs)

• Next header = 43
(Routing)

• Routing type = 4
(Segment Routing)
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‘The Bad’
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‘The Bad’

MAILING LIST
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‘And The Ugly:’



Emulation - Traceroute
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• H.Encap
• H.Insert

→ leaves traces
even between different ASes
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BGP Route Collectors & Attributes

• Data sources - BGP Archives
• September 2021 - Updates
• RIPE RIS → rrc00, rrc01, rrc04, rrc05, rrc06
• RouteViews → rv2, rv4, rv5, rv6, rv-amsix

• Color Extended Communities may be an indicator of SR (SR Policy Color)
• Signature bytes → Type 0x03 and Sub-Type 0x0b
• Not found in the analyzed data

• Search for generally interesting attributes
• BGP Prefix-SID, BGP-LS Attribute, Tunnel Encapsulation
• Only non-SRv6-related attributes found
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BGP Communities Analysis

Result: no interesting communities found

Method:
• Extract all communities

• Extract communities that appear with
at least one SR-suspect* AS on the AS
path (i.e., a path attribute)

• Extract communities that never appear
with SR-suspect* ASes on the path

• Obtain a list of communities which
never appear in announcements without
SR-suspect* ASes on the path (i.e., by
making a difference)

* ASes of companies that claim to have im-
plemented SR
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Traceroute Measurements

• Random sample of 10 million addresses from the IPv6 Hitlist

• Generate random addresses for each BGP-announced prefix
• Generate random addresses within prefixes of SR-suspect ASes

• Iliad, SoftBank, Line Corporation, China Unicom, China Telecom, and CERNET2
• PeeringDB and BGPView to collect AS numbers for these
• WHOIS database and CAIDA’s Routeviews BGP data to get IPv6 prefixes for the

identified ASes
• Generate 100 random addresses for each prefix → 213.8k total addresses

13 / 16



Traceroute Measurements

• Random sample of 10 million addresses from the IPv6 Hitlist
• Generate random addresses for each BGP-announced prefix

• Generate random addresses within prefixes of SR-suspect ASes

• Iliad, SoftBank, Line Corporation, China Unicom, China Telecom, and CERNET2
• PeeringDB and BGPView to collect AS numbers for these
• WHOIS database and CAIDA’s Routeviews BGP data to get IPv6 prefixes for the

identified ASes
• Generate 100 random addresses for each prefix → 213.8k total addresses

13 / 16



Traceroute Measurements

• Random sample of 10 million addresses from the IPv6 Hitlist
• Generate random addresses for each BGP-announced prefix
• Generate random addresses within prefixes of SR-suspect ASes

• Iliad, SoftBank, Line Corporation, China Unicom, China Telecom, and CERNET2
• PeeringDB and BGPView to collect AS numbers for these
• WHOIS database and CAIDA’s Routeviews BGP data to get IPv6 prefixes for the

identified ASes
• Generate 100 random addresses for each prefix → 213.8k total addresses

13 / 16



Traceroute Measurements

• Random sample of 10 million addresses from the IPv6 Hitlist
• Generate random addresses for each BGP-announced prefix
• Generate random addresses within prefixes of SR-suspect ASes

• Iliad, SoftBank, Line Corporation, China Unicom, China Telecom, and CERNET2

• PeeringDB and BGPView to collect AS numbers for these
• WHOIS database and CAIDA’s Routeviews BGP data to get IPv6 prefixes for the

identified ASes
• Generate 100 random addresses for each prefix → 213.8k total addresses

13 / 16



Traceroute Measurements

• Random sample of 10 million addresses from the IPv6 Hitlist
• Generate random addresses for each BGP-announced prefix
• Generate random addresses within prefixes of SR-suspect ASes

• Iliad, SoftBank, Line Corporation, China Unicom, China Telecom, and CERNET2
• PeeringDB and BGPView to collect AS numbers for these

• WHOIS database and CAIDA’s Routeviews BGP data to get IPv6 prefixes for the
identified ASes

• Generate 100 random addresses for each prefix → 213.8k total addresses

13 / 16



Traceroute Measurements

• Random sample of 10 million addresses from the IPv6 Hitlist
• Generate random addresses for each BGP-announced prefix
• Generate random addresses within prefixes of SR-suspect ASes

• Iliad, SoftBank, Line Corporation, China Unicom, China Telecom, and CERNET2
• PeeringDB and BGPView to collect AS numbers for these
• WHOIS database and CAIDA’s Routeviews BGP data to get IPv6 prefixes for the

identified ASes

• Generate 100 random addresses for each prefix → 213.8k total addresses

13 / 16



Traceroute Measurements

• Random sample of 10 million addresses from the IPv6 Hitlist
• Generate random addresses for each BGP-announced prefix
• Generate random addresses within prefixes of SR-suspect ASes

• Iliad, SoftBank, Line Corporation, China Unicom, China Telecom, and CERNET2
• PeeringDB and BGPView to collect AS numbers for these
• WHOIS database and CAIDA’s Routeviews BGP data to get IPv6 prefixes for the

identified ASes
• Generate 100 random addresses for each prefix → 213.8k total addresses

13 / 16



Traceroute Results

Date Type SRH sent Targets SRv6 leaked

2021-11-09 TCP SYN ✗ hitlist ✗

2022-02-08 TCP6 SYN ✗ suspect ✗

2022-02-09 TCP6 SYN ✓ suspect ✗

2022-02-10 ICMPv6 ✗ prefix ✗

2022-02-10 TCP6 ACK ✗ prefix ✗

2022-02-10 TCP6 SYN ✗ prefix ✗

2022-02-10 UDP6 ✗ prefix ✗

2022-02-15 ICMPv6 ✗ prefix ✗

2022-02-15 TCP6 ACK ✗ prefix ✗

2022-02-17 TCP6 ACK ✗ prefix ✗
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Overall Results

*Nothing
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Summary

Companies: “SRv6 is already deployed!”

SRv6 Emulations - Traces!

BGP Archives - no traces

Traceroute probing - no traces
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