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What is a Sibling Prefix?

A Sibling Prefix is an IPv4 and IPv6 prefix pair with similar services.

IPv4 Prefix IPv6e Prefix

Shared
services
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Why Identify Sibling Prefixes?

- Relation between IPv4 and IPv6 prefixes

- Reveal IPv4-IPv6 interdependencies and shared infrastructures
- Apply consistent policies across both |IP address families

- Provide a consistent basis to compare performance, geolocation,

security, etc.
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ldentifying Sibling Prefixes

Step 1

Identify Dual-Stack
(DS) domains

Domains on
IPv6

Domains on
IPv4
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|dentifying Sibling Prefixes

Step 1 Step 2

Identify Dual-Stack * Extract DS domain's IPv4
(DS) domains

and IPv6 prefixes

IPv6 prefix-1

DS-domain3
DS-domain1

IPv6 prefix-2
* | Ds domaind

IPv4 prefix-1

DS-domain1
DS-domain2
DS-domain3

IPv4 prefix-2

DS-domaind

Domains on
IPv6

Domains on
IPv4
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|dentifying Sibling Prefixes

Step 1 Step 2 Step 3
Identify Dual-Stack ‘r“ Extract DS domain's IPv4 */ Calculate Jaccard for all
(DS) domains L4 and IPv6 prefixes 14 IPv4 and IPv6 prefix pairs

IPv6 prefix-1

DS-domain3
DS-domain1

Jaccard _ |IPv4 domains N IPv6 domains|
similarity  ||Pv4 domains U IPv6 domains |

Domains on
IPv6

IPv6 prefix-2
* | Ds domaind

DS-domain1
DS-domain2
DS-domain3

IPv4 prefix-1

J

Domains on
IPv4

o

DS-domaind

IPv4 prefix-2
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Step 1 Step 2

Step 3

Identify Dual-Stack * Extract DS domain's IPv4 $ Calculate Jaccard for all
(DS) domains

and IPv6 prefixes

IPv6 prefix-1

DS-domain3
DS-domain1

IPv6 prefix-2
* | Ds domaind

IPv4 prefix-1
DS-domain1
DS-domain2
DS-domain3

o )

Domains on
IPv6

Domains on
IPv4

DS-domaind

IPv4 and IPv6 prefix pairs

Jaccard _ |IPv4 domains N IPv6 domains|
similarity  ||Pv4 domains U IPv6 domains |

IPv4 prefix-1 IPv6 prefix-1

IPv4 prefix-2

DS-domaint DS-domain3 | _ | DS-domain3

DS-domain2 n p = :
: DS-domain1 DS-domain1

DS-domain3

DS-domainf : [ DS-domaint

DS-domain2 [U | DGO =/ DS.domain2

DS-domain3 DS-domain3

Jacc(IPv4 prefix-1,IPv6 prefix-1) = ~ 0.66
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|dentifying Sibling Prefixes

Step 1 Step 2

Identify Dual-Stack ),
(DS) domains 4

IPv6 prefix-1

DS-domain3
DS-domain1

Domains on

IPv6 prefix-2
IPv6 :

Extract DS domain's IPv4
and IPv6 prefixes

* | D domaind

IPv4 prefix-1

DS-domain1
DS-domain2
DS-domain3

IPv4 prefix-2

DS-domaind

Domains on
IPv4

4

Step 3

Calculate Jaccard for all
IPv4 and IPv6 prefix pairs =

Jaccard _ |IPv4 domains N IPv6 domains|
similarity  |IPv4 domains U IPv6 domains|
IPv4 prefix-1 IPv6 prefix-1
BS-camein] DS-domain3 | _ [ DS-domain3 |
DS-domain2 |N ; = "

: DS-domain1 DS-domain1
DS-domain3 L
DS-domain1 : [ DS-domaint |
DS-domain2 U pa S0 [=| DS-domain2
DS-domain3 | DS-domain3 |

Jacc(IPv4 prefix-1,IPv6 prefix-1) =

~0.66

Step 4

i Sibling Prefix Pair: Prefix
I pair having highest Jaccard
value(s) (best match)

) Best match
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|dentifying Sibling Prefixes

BGP-announced prefix sizes might be too/less specific
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Sibling Prefix Tuner Algorithm (SP-Tuner)

BGP-announced IPv4 prefix BGP-announced IPv6 prefix
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Sibling Prefix Tuner Algorithm (SP-Tuner)

BGP-announced IPv4 prefix BGP-announced IPv6 prefix
T @ SR
+1 +1 +1 +1
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Sibling Prefix Tuner Algorithm (SP-Tuner)

BGP-announced IP_>V4 prefix ‘ Jaccard _ |IPv4 domains N IPv6 domains| . BGIP-announced IPv6 prefix
+1 +1 similarity | py4 domains U IPv6 domains|| +1 +1

- Calculate Jaccard similarity for all possible prefix pairs in each level
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Sibling Prefix Tuner Algorithm (SP-Tuner)

Jaccard |IPv4 domains N IPv6 domains| ‘ BG.P-announced IPV6 prefix

similarity |py4 domains U IPv6 domains|

BGP-announced IPv4 prefix
— @

y @ o\ @ XN
© o0 o © o0 o

- Calculate Jaccard similarity for all possible prefix pairs in each level

- Continue, if Jaccard similarity values are better/same as before
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Sibling Prefix Tuner Algorithm (SP-Tuner)

Jaccard |IPv4 domains N IPv6 domains| ‘ BG.P-announced IPV6 prefix

similarity |py4 domains U IPv6 domains|

‘ ‘ Thresholds: . ‘

IPv4 CIDR: /28

O O O @ rsCiDR: /96 O O O O

- Calculate Jaccard similarity for all possible prefix pairs in each level

BGP-announced IPv4 prefix
— @

- Continue, if Jaccard similarity values are better/same as before

- Stop when prefix sizes exceeds the prefix-length thresholds
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Sibling Prefix Tuner Algorithm (SP-Tuner)

Jaccard |IPv4 domains N IPv6 domains| ‘ BG.P-announced IPV6 prefix

similarity |py4 domains U IPv6 domains|

BGP-announced IPv4 prefix
— @

Calculate Jaccard similarity for all possible prefix pairs in each level

Continue, if Jaccard similarity values are better/same as before

Stop when prefix sizes exceeds the prefix-length thresholds

Keep branches and treat them as new candidate sibling prefix pairs
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Effectiveness of SP-Tuner
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Effectiveness of SP-Tuner
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Effectiveness of SP-Tuner
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Effectiveness of SP-Tuner
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Effectiveness of SP-Tuner
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Sibling Prefixes Over Time
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Sibling Prefixes Over Time
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Sibling Prefixes Over Time
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Conclusion

Step 1 Step 2 Step 3 Step 4
Identify Dual-Stack
(0S)

Sibling Prefix Pair: Prefix
pair having highest Jaccard
value(s) (best match)

Extract DS domain’s IPv4
domains and IV prefixes

Calculate Jaccard for all
1Pv4 and IPV6 prefix pairs
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Jaccard _ |IPv4 domains N IPv6 domains|
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