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A Sibling Prefix is an IPv4 and IPv6 prefix pair with similar services. 

Shared 
services



Why Identify Sibling Prefixes?

15



Why Identify Sibling Prefixes?

16

- Relation between IPv4 and IPv6 prefixes



Why Identify Sibling Prefixes?

17

- Relation between IPv4 and IPv6 prefixes

- Reveal IPv4-IPv6 interdependencies and shared infrastructures



Why Identify Sibling Prefixes?

18

- Relation between IPv4 and IPv6 prefixes

- Reveal IPv4-IPv6 interdependencies and shared infrastructures

- Apply consistent policies across both IP address families



Why Identify Sibling Prefixes?

19

- Relation between IPv4 and IPv6 prefixes

- Reveal IPv4-IPv6 interdependencies and shared infrastructures

- Apply consistent policies across both IP address families

- Provide a consistent basis to compare performance, geolocation, 

security, etc.



Dataset

DNS dataset from

20



Dataset

DNS dataset from

21



Dataset

DNS dataset from

22



Dataset

DNS dataset from

23



Dataset

DNS dataset from

24



Dataset

DNS dataset from

25



Identifying Sibling Prefixes

26



Identifying Sibling Prefixes

27

Domains on 
IPv6

Domains on 
IPv4 

DS domains
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BGP-announced prefix sizes might be too/less specific 
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Thresholds: 

IPv4 CIDR: /28

IPv6 CIDR: /96
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82%

52%

67%
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 SP-Tuner improves Jaccard similarity
and identifies more similar sibling prefixes
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 site24x7.enduserexp.com

 Identified 76k sibling prefixes in the latest snapshot
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