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The P2P Network: A Hidden Layer
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What users see

Token Price Market Cap Blockchain/ 
Transactions

Applications 
& Defi

What holds it together

Peer-to-Peer Network : where all network messages propagate

Transactions Blocks Consensus Messages …

❖ Decentralization Security ❖ Censorship Resistance ❖  etc.



How observable are blockchain P2P networks?

๏ Tier 1 (Bitcoin, Ethereum): reasonably rich and well-studied

For most blockchains, users have little reliable information about the 
infrastructure underpinning the system.

๏ Tier 2: bare IP dumps, unverified, no history, limited metadata

๏ Tier 3: no data, or tools that went offline mid-study, or tools 
whose numbers we directly found to be wrong
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In this work:

measure network layer of 36 blockchain networks 

9 months + (still running since late Dec. 2024)


daily/hourly measurements over IPv4 and IPV6


public code and observatory website
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Peer Discovery Protocols

Hello, I 
want to join the 

network
Peer Table:
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Peer Discovery Protocols

Peer Table:
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Peer Table:

Crawler: learn about all nodes in the network
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Peer Discovery Messages
I need peers

   @246.8.10 
   @123.45.67

(i) All current active peer connections

(ii) Random sampling of peer table

(iii) DHT query response
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Peer Discovery Messages
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Crawler methodology

(i) All current active peer connections

(ii) Random sampling of peer table

(iii) DHT query response

Full network crawl every 24hrs:  

for each new node we learn about, ask for peers
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Crawler methodology

Full network crawl every 24hrs:  

for each new node we learn about, ask for peers

Hourly connectivity checks:  

send an in-protocol PING and TCP PING to all nodes
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Crawler Results

• Bitcoin-based networks store a lot of noise in their peer tables (both old 
information and unreachable nodes) 

• DHT-based networks seem to be doing better8
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Crawler Results

• Cryptocurrency networks are largely, if not entirely, run over IPv4
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Not all discovery layers are unique
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Ethereum (discv4) +19 networks

10 • The Majority of nodes in the discv4 peer tables are not running in the main 
Ethereum network



Bitcoin Cash-SV

• Bitcoin-based clients use a network MAGIC number to differentiate messages 
• BitcoinSV and eCash when they forked from BitcoinCash did not change their 

MAGIC number. We use handshake VERSION messages to differentiate them.

+2 networks
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Can we use IPv4 scans to detect nodes?
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IP Scanning (Bitcoin)

IP : 8333

< HANDSHAKE, … >

< … > 200K

< 400 error > 177K

< HANDSHAKE, 
version_all > 9.5K

< HANDSHAKE, 
version_X > 9K 82%

9.8K (96%) of active IPs use port 8333
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IP Scanning (Cardano)

IP : 3001,3002, 
6001,60002

< HANDSHAKE, … >

< … > 1.6M

< 400 error > 1.1M

< HANDSHAKE, 
version_all > 1.8K

< HANDSHAKE, 
version_X > 1.7K Cardano Found. API 

returns 1.3K count

+1 network
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Size of 36 blockchain networks

• Huge variance in network sizes, with some small networks securing 
ecosystems with large market caps

63B USD 
700 nodes

500M USD 
70 nodes
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Country Breakdown

• Cryptocurrency networks are largely run from N. America (47%) and Europe (41%) 
with 11% in Asia, and less than 2% in all others. 
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IP Overlap
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Summary

• Developed custom crawlers, protocol-specific discovery breakdowns, and 
Internet-wide scanning techniques to measure 36 blockchain networks.


• Built a longitudinal dataset with continuous measurements since 
December 2024.


• Found major differences in network size, reachability, churn, discovery 
coverage, and decentralization across ecosystems.


• Released an open-source measurement framework and live observatory 
for continuous monitoring.
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Thanks!
luciannakiffer.com

For more analysis checkout:

p2pobservatory.networks.imdea.org
probelab.io

http://p2pobservatory.networks.imdea.org
http://probelab.io



