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We request an AAAA record for IPv4-only domain from resolvers.
If they respond with a AAAA record, the resolver is potentially using DNS64.
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record requests. 
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Results: Resolver Demographics 

Across all public resolvers, most NAT64 deployments leverage the 
special-use prefix.
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0.1% IPv4 resolvers 0.04% IPv6 resolvers

Results: Resolver Demographics 

DNS64 is not deployed widely across public resolvers.
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Top Resolver ASes: 
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Results: Resolver Demographics 

Top Resolver ASes: 
IPv4: Meditelecom, Tata Teleservices, China Telecom, Yettel Hungary

IPv6: China Telecom, Hurricane Electric, Akamai, Cergnet, Giginet

DNS64 resolvers are concentrated in mobile networks, network service 
providers, and Chinese networks.
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Results: Resolver Demographics 

Resolvers respond inconsistently across requests for different domains. 

Resolvers in China Education Network (AS 4538) are more likely to 
respond to requests for webex.com than other domains. 
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How many IPv6 RIPE Atlas probes use NAT64 for IPv4 connectivity?

38 (0.7% measured RIPE Atlas probes)
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• Special-Use Prefix: 73%
• Public Addresses: 24%

What Networks use NAT64?
13% in Deutsche Telekom
10% in MilkyWan 

Results: Client Demographics
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Largely, clients do not use NAT64. 



• DNS64 resolvers are not deployed publicly at large.

• All resolver measurements significantly vary by the domain requested.

• Measurable clients do not largely use NAT64 for IPv4-connectivity.

• Although, RIPE Atlas probes may not be representative of the Internet.

• Largely, DNS64 resolvers embed A records correctly

• Several open NAT64 gateways exist, which has security implications if it was 
not purposeful.

Summary
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