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Previous Approaches

Alias Resolution

● ICMP Common Source Address

● Common IPID Counter

● Protocol-centric

Dual Stack Inference

● DNS PTR Records

● Protocol-centric 

5



Our Approach

● Identify protocols with unexpected, globally unique host identifier

● We consider two protocols:

○ SSH → Popular 

○ BGP → Router

● Group IPs that share the same identifier:

○ Alias sets (IPv4 or IPv6)

○ Dual-Stack sets (IPv4 and IPv6) 
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SSH Identifier 

TCP Handshake

Supported Algorithms, Public Key

7



SSH Identifier 

TCP Handshake

Supported Algorithms, Public Key

RFC 4253: supported algorithm MUST be listed in 

order of preference, from most to least.
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SSH Identifier 

TCP Handshake

Supported Algorithms, Public Key

Public key component of the host key pairs. 

Generated on the host. 
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SSH Identifier 

TCP Handshake

Supported Algorithms, Public Key

Unique Host Identifier
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BGP Identifier 

TCP Handshake

ASN, BGP Identifier 
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BGP Identifier 

TCP Handshake

ASN, BGP Identifier 

BGP host ASN, assigned by IANA and uniquely 

identifies an autonomous system
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BGP Identifier 

TCP Handshake

ASN, BGP Identifier 

RFC 4271: Uniquely identifies a BGP speaker within 

an Autonomous System
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BGP Identifier 

TCP Handshake

ASN, BGP Identifier 

Unique Host Identifier 
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Data Collection Pipeline 

● Active Measurements

○ IPv4: all routable addresses 

○ IPv6: Hitlist Service *

○ SSH 22, BGP 179, SNMPv3 161 

● Censys IPv4 Dataset **

ZMap SYN Scan

BGP 179, SSH 22, SNMPv3 161

ZGrab2 Service Scans 

BGP + SSH 

Extract Identifier 

Group IP in Alias and dual-stack sets 

16* https://ipv6hitlist.github.io/
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Alias Sets

IPv4 IPv6

Source Active Censys Union Active

SSH 505k (3.2M) 699k (4.6M) 926k (5.7M) 47k (226k)

BGP 12k (175k) 12k (175k) 12k (175k) 8.3k (48k)

SNMPv3 557k (6.1M) n/a 557k (6.1M) 16.7k (71k)

Union 1.04M 708k 1.4M (11.8M) 66k 
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Alias Sets

● 97% of IPs respond to one protocol

● SNMPv3-only: 40% in IPv4, 25% in IPv6  

IPv4 IPv6

Source Active Censys Union Active

SSH 505k (3.2M) 699k (4.6M) 926k (5.7M) 47k (226k)

BGP 12k (175k) 12k (175k) 12k (175k) 8.3k (48k)

SNMPv3 557k (6.1M) n/a 557k (6.1M) 16.7k (71k)

Union 1.04M 708k 1.4M (11.8M) 66k 
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Dual Stack Sets

IPv4 

Addresses

IPv6 

Addresses

Dual Stack 

Sets

SSH 1.05M 771k 634k

BGP 78k 16.3k 4.2k

SNMPv3 1.1M 45k 21k

Union 2.2M 830k 650k
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* Jakub Czyz, Matthew Luckie, Mark Allman, and Michael Bailey. 2016. Don’t Forget to Lock the Back Door! A Characterization of IPv6 Network Security Policy

IPv6 only sets: 

● SSH: 22.8% 

● BGP: 75% 

● SNMPv3: 86% 

Why?

● Different v4/v6 security policies *

● IPv6 hosts only 



Dual Stack Set Size

32

● 90% SSH contains a single IPv4 and a single IPv6 addresses 

● BGP and SNMPv3 10-100 addresses



Validation

Sample Size Agree Disagree

SSH-MIDAR 8.5k 8.1K 366

SSH-BGP 1.34k 1.29k 52

SSH-SNMPv3 13.6k 13.2k 398

BGP-SNMPv3 1.84k 1.76k 87
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● Compare a random sample with MIDAR 

● Cross protocol validation 

● Only consider exact match 

● Disagreements due to lack of response on 

all interfaces 
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all interfaces 



Conclusion

● Utilized a unique host identifier via SSH and BGP:

○ Resolve IP alias in IPv4 and IPv6 

○ Infer dual stack hosts 

● Largest alias and dual-stack sets to date  

● Complement existing work 

● Data available at https://routerfingerprinting.github.io/
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Alias Set Size
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● Most sets contains less that 100 IPs 

● SSH mostly 2 IPs per set  

● BGP and SNMPv3 likely to contain more IPs per set 



Scanning Results
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