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IPv6’s vast address space makes scanning particularly challenging. IPv6 scanners must first discover in-use
IPv6 addresses they can target and scan. One way of doing this is by collecting IPv6 addresses from domain
names: if a DNS name resolves to an IPv6 address, that address is more likely to be used by an actual live host.

In this study, we investigate how IPv6 scanners rely on domain names for target reconnaissance. We set
up a large IPv6 telescope to which we attract scanners by placing honey domain names on TLD zone files,
CT logs, and the Tranco Top 1M. We introduce a technique to trace the packets that IPv6 scanners send to
the telescope back to the initial DNS queries they sent to discover the IPv6 addresses, allowing us to better
evaluate how large-scale IPv6 scanners collect and scan addresses. Over a period of six months, we collect
9.4M IPv6 scan packets from 25 k addresses in 613 ASes. We find that domain-based IPv6 scanners differ
in their address collection strategies, which also correlates with different scanner behavior: scanners that
scan addresses hours after collecting them send mostly ICMP traffic, while scanners that resolve domains
and scan addresses in one go are more focused on TCP/UDP—many of the latter are also not limited to IPv6
and will fall back to IPv4 if necessary. We uncover that scanners often combine (in particular, open) domain
sources to find more targets, and that different domain sources attract different scanners. We also demonstrate
that the IPv6 Hitlist is a strong mediating factor when attracting scanners through domain names, which we
address by excluding our telescope’s address space from the Hitlist. Furthermore, we use our fine-grained
packet tracing to detect distributed scanning campaigns involving multiple ASes and to distinguish different
scanners within large cloud ASes. Our findings show a diverse landscape of domain-based IPv6 scanning on
the Internet: different scanners employ distinct scanning strategies and rely on unique domain sources, which
greatly impacts how researchers should study them.
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1 Introduction
Scanning traffic on the Internet is ubiquitous. Internet hosts not only receive visits from ordinary
users, but also from a myriad of bots and scanners [5, 9, 26, 30, 52]. Some are operated by benign
entities such as security companies or researchers, others belong to malicious actors looking for
vulnerable hosts [5, 9]. Understanding and studying how Internet scanners operate and what
intentions they have constitutes an essential first step towards protecting against potential attacks.

In IPv4, conducting large-scale Internet scans is easy: a scanner that wants to do a port scan of
every host on the IPv4 Internet can simply send probing packets to all IPv4 addresses and observe
which hosts respond [10]. In IPv6, however, things are not straightforward. As the IPv6 address
space is substantially larger than in IPv4, brute forcing all addresses is no longer feasible [15].
Instead, both benign and malicious actors trying to scan IPv6 must focus their scans on those parts
of the address space that likely contain hosts—i.e., that show signs of liveness [2]. There are several
possible indications that a portion of address space contains hosts, for example packets emanating
from the network [37], Border Gateway Protocol (BGP) announcements of specific prefixes in the
network [19, 38], or the presence of domain names [14]: if a domain name resolves to an IPv6
address, that address is likely in use, meaning that if the scanners send a port scan packet to the
address, there is a greater chance that it reaches a responsive host.
But not only is scanning the IPv6 Internet harder: studying IPv6 scanners is also more difficult.

In IPv4 security researchers often use network telescopes—sometimes also called darknets—to
study IPv4 scanners [1, 5, 9, 12, 16, 28, 29, 31, 51]. Telescopes are large portions of unused address
space that do not contain any live hosts. As one would usually not expect any traffic to such a
network, the unsolicited probing packets of Internet-wide scanners will stand out, such that they
can easily be collected and analyzed. Conversely, in IPv6, merely collecting scan traffic at a telescope
is often not enough. Since there are no active hosts in a network telescope (i.e., since the address
space is “dark”), there are no signs of liveness that encourage IPv6 scanners to target it. Without
additional measures, IPv6 telescopes hence attract very little scan traffic compared to their IPv4
counterparts [7, 47]. Consequently, recent works have attempted to study IPv6 scanners by setting
up network telescopes and, furthermore, signaling liveness of the address space to attract IPv6
scanners [11, 48, 49, 54]. One way to signal to scanners that the address space might contain active
hosts is to have domain names point to the telescope. Initial works have shown that setting up
a domain name leads to an increase of IPv6 scan traffic [11, 32, 48, 49, 54]. Nevertheless, apart
from the fact that domain names can attract IPv6 scanners, not much is known about what kind of
scanners this attracts, what their intentions may be, and how they operate.

Moreover, there are several pitfalls when analyzing IPv6 scan traffic that was attracted through
domain scanners. Firstly, as one exposes IPv6 addresses through domain names to signal liveness
of the network, it is unclear if the scan traffic attracted is IPv6-specific, or if scanners do not care
whether their connection is established over IPv4 or IPv6. For example, by setting up domain names
that resolve to IPv6 addresses in one’s network, one will also attract web crawlers that are interested
in the domains themselves, regardless of the underlying layer three protocol. The scanners found
in IPv6 telescopes can therefore be either IPv6-specific, meaning they are specifically resolving
domain names to discover IPv6 networks and hosts, or layer-three-agnostic, as in the case of the web
crawlers that try to access the webpage under the domain. Also, mediating factors can give a false
impression of what attracts IPv6 scanners. For example, if an address from a network telescope
finds its way onto a popular IPv6 hitlist [14, 55] (a published list of IPv6 addresses confirmed to
be live), one will see an increase in scanners targeting this address. These scanners, however, will
have found the address through ways unrelated to the intended exposure methods.
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Furthermore, since IPv6 address space is cheap, IPv6 scanners can distribute their scans, running
them from multiple addresses in the same network. This makes it hard to tell how many distinct
entities are scanning from within a specific network. Moreover, some organizations might run
distributed IPv6 scans from vantage points in multiple networks, which can easily be misidentified
as scans from different actors. Without further information, there is no way to tell if patterns in
scan traffic are because of a single entity or multiple scanners.
The main idea of this paper is to design an IPv6 telescope that can overcome these

obstacles and thereby substantially improve our understanding of domain-based IPv6
scanners. Specifically, we develop a novel DNS-aware IPv6 telescope: we set up a /36 IPv6 telescope
and attract IPv6 scanners to it by exposing honey domain names on three different domain sources
(Top Level Domain (TLD) zone files, Certificate Transparency (CT) logs, and top lists). However,
when we attract scanners through domain names, we use a dedicated Domain Name System (DNS)
setup that hands out a unique address from the telescope’s address space for each DNS query
it receives, thus allowing us to trace back scans in the telescope—possibly from different source
addresses—to individual DNS queries. Additionally, we are the first to study domain-based IPv6
scanners in isolation without any of the mediating effects of popular public hitlists, which we show
can have a substantial impact on IPv6 telescope traffic.
Through this study, we pose four research questions and provide the following contributions:

(i) Can we distinguish domain-based IPv6 scanners based on their address collection
strategies, and do scanners with different strategies behave differently? Using our DNS-
aware IPv6 telescope, we discover that scanners can be categorized based on whether they collect
and scan addresses in one go or in distinct phases (Section 5.2). We show that one-go and dual-
phase scanners are fundamentally different: they scan different protocols, originate from different
Autonomous System (AS) types, and—in the case of one-go scanners—are often not restricted to
IPv6 (Sections 5.4 and 5.5).
(ii) How can we identify distributed scans from multiple sources that were conducted

by the same entity? Through our method, we are able to uncover related IPv6 scanners from both
research institutions and unknown actors that were previously unidentified, showing that those
can lead to overestimating the total number of scanners attracted when not taken into account
(Section 5.1).

(iii) Which domain sources can be used to attract IPv6 scanners? We conduct the most
comprehensive study to date on the role of domain names for IPv6 scan attraction. We expose
domain names through three different public domain sources (7 TLD Zone files, CT logs, as well
as the Tranco top list) and compare exposure strategies by their effectiveness at attracting IPv6
scanners, all while mitigating the unwanted side effects of Hitlist inclusion (Section 5.3).

(iv)What influence does the IPv6Hitlist have on IPv6 scan traffic?We analyze and quantify
the extent to which IPv6 hitlists act as a mediating factor when studying how IPv6 scan traffic is
attracted. We find that the IPv6 Hitlist [14, 55] has a substantial effect on IPv6 scan traffic received,
which might have impacted previous work (Section 6).

Based on our findings, we compile a set of actionable recommendations for researchers trying
to set up their own IPv6 telescopes (Section 7.1), and—to further allow others to build on our
work—we release both the source code of our DNS-aware IPv6 telescope as well as the scan packets
we captured as an artifact (Appendix B).

2 Background: Discovering Domains and IPv6 Addresses
A complete scan of the IPv6 address space is currently infeasible, given its immense size of 2128
(∼ 3.4 × 1038) unique addresses. As an optimization, IPv6 scanners first search for (likely) in-use
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IPv6 addresses to select those addresses as scan targets. Scanners will combine different sources of
IPv6 addresses in an attempt to achieve maximal coverage of the in-use IPv6 address space.

2.1 Domain Names
One way of collecting IPv6 addresses is through domain names. The intuition is that, if a DNS name
has an AAAA record containing an IPv6 address, that address is more likely used by an actual live
host. As a preliminary step, scanners therefore need to discover lists of domain names for which
they then resolve the DNS records. In this subsection, we explain the three domain sources which
we use to expose or telescope addresses.

Centralized Zone Data Service (CZDS). Zone files list all domains within a given DNS zone.
Within the context of domain discovery, this typically concerns TLD zone files, which list all
Second Level Domains (SLDs) under a specific TLD. With the delegation of new generic TLDs
(gTLDs), the Internet Corporation for Assigned Names and Numbers (ICANN) introduced the
CZDS to help interested parties get access to TLD zone files. The CZDS is commonly used by
researchers or scanners to collect up-to-date lists of domains for further evaluations. This access is
granted at a registry’s discretion based on individual requests. Registries have to update the zone
file of each gTLD daily. Next to new gTLDs, previously established gTLDs such as .com or .net
are also published via this service. However, the CZDS does not contain any country code TLD
(ccTLD). Certain ccTLD registries make their zone files available, either as open zone files that can
be accessed publicly (e.g., .ch) or as closed zone files that a registry may selectively grant access to
(e.g., .nl). However, most ccTLDs do not provide any external access to their zone files [44].

CT Logs. In the the Certificate Authority (CA) ecosystem, most CAs publicly log their issued
certificates. This allows domain operators to monitor that CAs do not issue certificates for their
domain unless authorized [24]. With CT becoming required by browsers, many CAs participate
in CT logging, especially those in the web ecosystem. Since each logged certificate contains the
domain(s) it is valid for and as logs can be monitored by anybody, CT logs became a source for
domain names as a side effect. In comparison to CZDS, CT logs allow collecting subdomains besides
the SLDs contained in TLD zone files, and CT logs cover large fractions of ccTLDs [44]. With
domain operators often requesting certificates soon after creating a domain name [42], CT logs
became a near-real-time source of new domain names. In addition to using full zone files, extracting
domains from CT logs is also a common way to obtain domain names [13, 32].
Top Lists. Top lists enumerate domain names that are the most popular according to a chosen

metric (e.g., website or DNS traffic volume) as identified from the list’s data source (e.g., browser
telemetry or a DNS resolver). Top lists provide a direct source of ranked, well-known domain names,
and are used for various purposes such as marketing (indicating consumer attraction) or security
(attaching reputability and trustworthiness to regularly visited domains). They are usually limited
to one million domains and are updated once a day, though Google’s Chrome User Experience
Report (CrUX) list is an exception to both, listing tens of millions of domains and being updated
once a month. Researchers and scanners commonly use top lists to get an up-to-date sample of
well-known domains that they can analyze in their scans and experiments [33, 36, 40].

2.2 Hitlists
Besides domain names, other sources of IPv6 addresses exist, such as traceroutes, where IPv6
addresses are collected at each hop, or client addresses collected at Network Time Protocol (NTP)
servers [37]. Given the variety of sources, centralized IPv6 address collection services, also known
as hitlists, have emerged and have become a common source of IPv6 addresses. Hitlists group
IPv6 addresses across sources and output them as a single list. While these services are useful as
a one-stop shop for addresses, they may have a limited update frequency or may be subject to
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Table 1. Comparison of this study with related work that attracted scanners to IPv6 telescopes
using domain names—While existing studies relied on classic passive or reactive telescopes (the latter being
telescopes that respond to incoming packets), our study introduces the concept of a DNS-aware telescope
that allows for deeper insights into the conduct of domain-based IPv6 scanners. Note that Egloff et al. do not
primarily study domain-based scanners—our comparison only pertains to one of multiple telescopes in their
work. Legend: ✓ yes, ◦ partially, × no.

Domain exposure method

Study TLD CT logs Top list rDNS Considers Hitlist? Telescope type

Tanveer et al. [49] .com, .net × × × × passive telescope
Zhao et al. [54] × × × ✓ ◦* passive and reactive telescopes
Egloff et al. [11] .berlin† unknown ✓‡ unknown ◦§ passive telescope
Tanveer et al. [48] .com, .net, .org ✓ × × ✓ passive and reactive telescopes

This work .com, .net, .org,
.xyz, .ch, .nl, .de

✓ ✓ × ✓ passive DNS-aware telescope

* Zhao et al. mention that some of the addresses from their experiments appeared on the public hitlist and that this could have affected their
findings.

† We learned the TLD used by Egloff et al. in private correspondence with the authors as it is not specified in their paper.
‡ Egloff et al.’s domain is part of the Umbrella Top 1M top list.
§ Egloff et al. discuss the influence of the Hitlist regarding their experiments using BGP to attract scanners, but not regarding those using
domain names.

access or usage restrictions. Scanners might therefore decide to continue collecting IPv6 addresses
themselves, and we analyze this independent IPv6 address discovery in this paper.
A commonly used hitlist is the TUM IPv6 Hitlist service by Gasser et al. [14, 55]. It has been

collecting addresses from different sources since 2018. These sources include: (i) addresses from
DNS scans of domains retrieved from top lists, CZDS, static ccTLD lists and CT logs; (ii) addresses
from different traceroute campaigns (e.g., RIPE Atlas [35], CAIDA Ark [3]); (iii) addresses from
external data providers like Rapid7 and IPinfo.
Addresses collected from one of the data sources form a cumulative input list that is published

after each run of the service. Besides collecting these raw addresses, the service further identifies
and filters out specific addresses and then tests if the remaining addresses respond to probing
packets. The Hitlist service sends a set of probes to check if the addresses respond to various
protocols, i.e., ICMP, TCP port 80 and 443, and UDP port 53 and 443. Next to the input list, the
service then publishes individual output files of addresses responsive to specific protocols as well as
a combined list of all responsive addresses. The latest snapshot of the combined list of responsive
addresses can be accessed freely, while historic data, input addresses, and the individual response
files are accessible after an access request.
The IPv6 Hitlist operators allowed us to run a controlled experiment to evaluate the impact of

the Hitlist on IPv6 telescopes (see Section 4.4).

3 Related Work
Network Telescopes are a common tool in Internet measurement research to evaluate traffic such as
Internet-wide scans or backscatter [1, 5, 9, 12, 16, 18, 28, 29, 31, 43, 51]. Most studies to date focus
on IPv4 because the small address space allows one to easily observe scan events at telescopes. In
IPv6 on the other hand, the research method has shifted from merely observing telescope traffic to
actively exposing telescope addresses and prefixes to IPv6 scanners, attracting scanners by giving
the impression that the network contains actual live hosts worth targeting.

Tanveer et al. [49] were the first to construct an IPv6 telescope that attracts scanners by signaling
“liveness.” They tested various ways to expose IPv6 addresses from their telescope (e.g., sending
web requests, registering a domain, participating in an NTP pool) and quantified their respective
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effect on the scan traffic received. In contrast to our study, their work only focuses on scanners
targeting the neighboring address space of the IPv6 addresses they exposed, owing to constraints
in their experiment design.

Building on the work of Tanveer et al., further studies have experimented with different address
exposure methods (Table 1). Zhao et al. [54] exposed IPv6 addresses via various reverse DNS
(rDNS)-based techniques. Egloff et al. [11] exposed their telescope’s address space to scanners using
BGP announcements, while also collecting traffic in a partially active prefix with a domain name
pointing to it. Klopsch et al. [22] studied scanners that collect IPv6 client addresses from NTP
servers for scans, but found only two actors using this technique.

A recent follow-up study by Tanveer et al. [48] built a large network telescope that incorporates
various exposure methods, including domain names exposed via zone files and TLS certificates. In
addition to domain names, Tanveer et al. [48] also attracted scanners using BGP announcements
and by placing domains on the IPv6 Hitlist. This study was the first to conclusively show that the
DNS-based IPv6 scanners it attracted were different from those using the IPv6 Hitlist.
In our study, we present a new kind of telescope that allows us to analyze previously

unexplored dimensions of domain-based IPv6 scanners. Through our DNS-aware telescope, we
can uncover details to which previous work has remained oblivious: we can measure how quickly
DNS-based IPv6 scanners scan the addresses they collect, as well as which scan sources share
the same DNS-resolution infrastructure. This allows us to (i) show that IPv6 scanners with small
vs. large scan delays are fundamentally different in their behavior and to (ii) identify distributed
scanners that operate from multiple ASes. Our study also includes the largest comparison of
different domain exposure methods to date, exposing domain names in seven different TLDs as
well as CT logs and the Tranco top list.

As explained in Section 2, the TUM IPv6 Hitlist [14, 55] is a common source of addresses for
IPv6 scans. Some of the previously discussed studies acknowledge that their exposed addresses end
up on the IPv6 Hitlist [11, 54]. It is, however, often unclear to what extent scan traffic attracted to
telescopes can be attributed to the actual exposure method as opposed to the IPv6 Hitlist—especially
in cases where the attraction method involves DNS records. In our study, we therefore collaborate
with the operators of the Hitlist to (i) exclude our telescope IP ranges from the IPv6 Hitlist, and (ii)
we perform additional experiments to quantify the effect of Hitlists on IPv6 scan traffic. This is
thus the first study that investigates domain-based IPv6 scanners in complete isolation, without
any mediating effects through the IPv6 Hitlist.
Previous works have studied scanners that rely on publicly available domain names, without

explicitly focusing on IPv6 [23, 26, 32, 39]. For example, Pletinckx et al. [32] evaluate whether
scanners use domains exposed via certificates in CT logs and how fast they respond to newly
published certificates. Unfortunately, these studies are either IPv4-only, or they do not take into
account that some of the IPv6 scanners observed were possibly attracted through the IPv6 Hitlist.
Finally, Richter et al. [34] studied IPv6 scan traffic not through a traditional network telescope,

but through firewall logs at a large CDN. As the firewall only logs scans to ports other than port
443 and 80, their research was limited to scanners that do not target web services. In our study, we
show that a considerable amount of IPv6 scanners do in fact target ports 80, 443, which Richter
et al. were unable to observe.

4 Method
An overview of our method can be seen in Figure 1. It can be divided into four parts:

(i) we set up a /36 network telescope capturing all incoming IPv6 traffic and an IPv4 web server
(Section 4.1);
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Internet IPv6 Telescope

(ii)DNS Nameserver

IPv4 Web Server
(i)

Scanner

� Zone Files

�

CT Logs

�

Top List

IPv6 Hitlist (iv)

X
honeydomain1.com

honey.domain2.com

honeydomain3.com

(iii)

Fig. 1. Overview of our method—(i) We set up an IPv6 telescope and an IPv4 web server (see Section 5.5).
(ii) We register different domains and set up an authoritative nameserver. (iii) We expose the registered
domains in different sources. (iv) We exclude our telescope’s address space from the IPv6 Hitlist.

(ii) we register 62 honey domain names and configure a nameserver to respond with unique AAAA
records to addresses in the telescope’s address space for each request (Section 4.2);

(iii) we expose the honey domain names in three publicly accessible domain sources that we
suspect scanners might be using (Section 4.3); and

(iv) in collaboration with the IPv6 Hitlist operators, we exclude our telescope from the IPv6 Hitlist
and publish a set of control addresses from a dedicated /56 telescope in different parts of the
Hitlist (Section 4.4).

4.1 Telescope Setup
Our telescope consists of a previously unused /36 IPv6 prefix, which is announced in BGP as part
of a larger /32 covering prefix. Although the specific prefix of the telescope is not announced
individually, the telescope might still receive probing packets from unrelated IPv6 scanners that, for
example, discovered active hosts in the neighboring prefixes or observed the BGP announcement
for the covering prefix. To account for such background traffic unrelated to our experiments, we
split the /36 prefix of our telescope in two: (i) we use the addresses in the upper /37 as honey
addresses, which we expose through domain names; and (ii) we leave the lower /37 untouched to
assess how much baseline traffic the address space receives over time.

We choose to operate our prefix as a passive telescope, i.e., we do not respond to any incoming
packets. This way, we prevent the addresses in our telescope from being indexed by Internet
intelligence platforms like Censys or Shodan, which would attract additional scanning traffic
unrelated to our exposure methods.
In addition to our IPv6 telescope, we set up an IPv4 web server. We use this web server in

Section 5.5, to evaluate whether scanners target IPv6 specifically or focus on the domain independent
of the IP version, e.g., by preferring IPv6 due to Happy Eyeballs [41], but falling back to IPv4 if
necessary. Given the scarcity of IPv4 addresses, the web server is configured with a single address.

4.2 DNS Setup for Honey Domains
Scanners that want to use domains to scan the IPv6 address space need to perform two steps in their
target reconnaissance process: First, they need to resolve DNS AAAA records containing one or more
IPv6 addresses and, subsequently, scan the IPv6 address(es). This can result in two different types
of scanning behavior: on one hand, a scanner can resolve the domain and perform the following
IPv6 scan immediately afterwards, resulting in small delays between the DNS request and the IPv6
scan probes. On the other hand, large-scale IPv6 scanners might separate the preliminary address
collection phase (i.e., querying AAAA records for many domains in bulk) from the subsequent scan
phase (i.e., sending IPv6 probe packets to all addresses collected). In this case, there will be a greater
time delay between its DNS queries and when it starts sending actual IPv6 scan packets.

To differentiate these two groups, we need to map DNS requests to scans. We therefore designed
and developed a custom DNS server setup that allows us to distinguish between the two scanner
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types. We configure the authoritative DNS server of all honey domains to hand out two unique
IPv6 addresses from the /37 telescope for each AAAA query it receives. Additionally, we set the
time-to-live (TTL) value in all DNS responses to 1 to prevent resolvers from caching our domains’
AAAA records.1 As the DNS server hands out different addresses for each query, we can trace back
packets scanning exposed addresses in the telescope to the DNS answer which resolved the domain.
We can hence measure the elapsed time Δ𝑡 between the point at which the DNS server first handed
out a given IPv6 address and the point at which a scanner scanned that address in the telescope.

4.3 Exposure of Honey Domain Names
To cover a variety of sources that scanners might be using to discover domains (Section 2.1), we
expose our 62 honey domain names in three types of sources:

TLD Zone Files:We register 28 domains under seven different TLDs to attract scanners through
the respective TLD zone file. Four of the TLDs, .com, .net, .org, and .xyz, have zone files that are
available via CZDS. In addition to these, we use one ccTLD with an open zone file (.ch), and two
ccTLD with closed zone files (.nl and .de). For every TLD, we register four domains each.

CTLog:We obtain Transport Layer Security (TLS) certificates for 8 subdomains under 4 dedicated
SLDs (2 × xyz, 2 × org), thereby exposing them to scanners through CT Logs. By using subdomains,
we ensure that the domains we expose are not part of any published TLD zone file but only visible
in CT Logs. Additionally, we also register wildcard certificates for 8 subdomains and configure our
DNS server to issue responses for every possible domain that matches the wildcard. This allows us
to study if scanners try to guess subdomains for wildcard certificates in CT logs. We renew our
Certificates every week such that our domains keep appearing in CT logs over time.
Tranco Top List: We collaborate with the maintainers of the Tranco top list to temporarily

place 18 honey domains (9 × xyz, 9 × org) on the list. As the main Tranco top list only contains
second-level domains, these domains will also attract scanners through their TLD Zone files. Since
we do not want to misidentify these as scans attracted through Tranco, we rigorously filter these
scans based on our other TLD zone file experiments: we only attribute a scan to the Tranco top list
if it occurred after we included our domains in Tranco, and if we did not receive any scan packets
from the same source AS to any of our other domain names exposed via the respective TLD. As the
Tranco top list is also used by researchers, we take precautions to prevent our domain names from
having a statistically significant effect on studies using Tranco, which we discuss in Appendix A.
Two domains are within the lower-ranked half of the Top 10k, 12 domains within the lower half of
the top 100k, and 12 domains within the lower half of the Top 1M.
4.4 IPv6 Hitlist Experiments
As explained in Section 2, the IPv6 Hitlist service [14, 55] is a commonly used tool by scanners and
publishes different lists of addresses. Therefore, we want to address two important questions in
this regard. (i) How substantial is the effect of the IPv6 Hitlist service on IPv6 scan traffic? (ii) How
prevalent is domain-based IPv6 scanning if one excludes scanners attracted through the Hitlist?

To prevent scanners from finding our telescope through the IPv6 Hitlist, we collaborate with the
Hitlist operators and explicitly exclude all addresses from our /36 telescope from the Hitlist. Thus
all scanners have to resolve our domains themselves or use other sources to discover our telescope.
Furthermore, we perform additional experiments to quantify the effect of the Hitlist on IPv6

scan traffic. We set up a dedicated /56 telescope and place specific addresses from the telescope on
each of the published address lists, i.e., the combined list of responsive addresses (openly accessible,
labelled public), and the cumulative input (labelled input), as well as lists specific for the five probed
protocols (icmp, tcp80, tcp443, udp53, udp443, accessible after registration). To each list we add two
1We choose a TTL of 1 over 0 as the latter has been known to cause issues with some DNS resolvers [27].
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Fig. 2. Daily received IPv6 packets at the telescope over time across different domain exposure
methods—To improve readability, the figure excludes data from AS139831 because it sent 643.8 k probes on a
single day. The “unexposed” category shows traffic to addresses that were not exposed via DNS. The red lines
denote the dates at which we first exposed domains in Zone files, CT logs, and Tranco, respectively.
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Fig. 3. Daily number of source ASes at the telescope over time across different domain exposure
methods—Note the logarithmic y-axis. To improve readability, we do not show scans to unexposed addresses.

random addresses, two EUI-64 addresses, two low-byte addresses and two addresses encoding IPv4
addresses in the last 4 bytes respectively, resulting in eight addresses published in each of the seven
lists, totalling 56 published addresses. These addresses are not published via any other channel, i.e.,
they can only be found via the Hitlist. This allows us to evaluate traffic attracted by the IPv6 Hitlist
compared to the domains we expose. Adding different addresses to different sources allows us to
evaluate which lists are commonly used (e.g., do scanners focus on only responsive addresses or all
known addresses from the input?).

5 Analysis of Domain-Based IPv6 Scanners
Using our method for attracting IPv6 scanners and tracing their traffic back to our exposed honey
domain names, we now analyze this traffic to identify how domain-based IPv6 scanners behave.
We first registered all our domains on April 14, 2025 and collected traffic until October 9, 2025.

Starting on May 14, we requested TLS certificates for a designated set of (sub)domains every week.
We included our domains in the Tranco Top 1M for four days starting on June 27.

Over our total observation period, our telescope received 9.4M packets from 25.5 k addresses
originating from 613 ASes. Out of these, 8.4M packets (89%) from 25 k addresses (98%) originating
from 592 ASes (97%) targeted the addresses that were explicitly handed out by our DNS server.
Figure 2 shows the number of scan packets received at our telescope over time. We started captures
at the telescope before exposing any domain. As seen in the figure, traffic is mostly zero during
this period, but some probes found their way to the telescope, most notably on April 1, where a
well-known research group [19] sent 32.8k packets from AS1764/NextLayer. After we expose our
domains, the telescope collects thousands of probe packets per day. A major traffic spike occurred
on October 6, where a single AS—AS139831/DITO—sent 643.8 k probes (we exclude this AS from
Figure 2 to avoid stretching the proportions).
For scanners scanning zone files, we see a clear weekly pattern with an increased number of

incoming probes on Mondays. This is attributable to a specific set of source addresses in AS14061,
which we cover in detail in Section 5.1.
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Table 2. Top 10 ASes based on the number of packets sent towards our telescope—The “unexposed”
column indicates if the AS also scanned addresses that were not handed out by the DNS server.
Rank ASN AS org. #Packets↓ #Src. addrs. #Dst. addrs. Unexposed? Domain sources used Protocols #Ports #Days active

#1 AS211298 Driftnet 7 120 907 258 1570 × .com, .net, .org, .xyz, CT log TCP, UDP 43 918 182
#2 AS139831 DITO 643 820 2 643 806 ✓ .org, .xyz TCP, ICMPv6 1 2
#3 AS13335 Cloudflare 445 645 14 289 52 554 × .com, .net, .org, .xyz, .ch, .nl TCP 2 183
#4 AS6510 BYU 371 801 2 3676 × Tranco, .xyz TCP, ICMPv6 2 105
#5 AS14061 DigitalOcean 286 884 4136 6283 ✓ .com, .net, .org, .xyz, .ch,

.nl, CT log, CT wildcard
TCP, UDP, ICMPv6 317 162

#6 AS23910 CERNET2 97 548 13 86 071 ✓ —1 TCP, ICMPv6 17 94
#7 AS38272 CERNET 85 725 3 85 725 ✓ — ICMPv6 0 101
#8 AS132203 Tencent 83 130 6 42 120 ✓ — ICMPv6 0 43
#9 AS1764 Next Layer 32 771 1 4096 ✓ — ICMPv6 0 1
#10 AS51224 link-lab 28 145 1 11 726 ✓ — ICMPv6 0 10
1 One address in AS23910 sent four TCP packets to an address that was resolved from one of our Tranco domains, albeit before the domain was exposed on
the top list. We presume that the scanner found the domain in the .xyz zone file.

Next, we turn our attention to the source ASes of the scans.2 Figure 3 shows the daily number
of ASes scanning the telescope. While the number of ASes fluctuates, there are events that stand
out: On July 18, the number of ASes targeting the Tranco domains briefly increases to 27, whereas
this normally is below 10. On August 29, an even larger spike occurred, as the telescope saw a
sharp uptick in scanners targeting .xyz domains (85 ASes on a single day). We take advantage of
our one-address-per-query method to investigate if these scanners might be related. While the
Tranco scanners of July 18 all target different addresses, we find that 80 ASes of the .xyz scanners
of August 29 targeted a single address, even though every DNS query for our honey domain names
returns a unique address. The address in question was handed out by our DNS server 12 days earlier
in response to a query from an academic network. According to rDNS records, several of the source
addresses participating in this event belong to CAIDA Ark [3], a distributed measurement platform.
Our novel method therefore allows us to determine that there was a delay between obtaining the
IPv6 address from the DNS and scanning the address, and, additionally, that the address was shared
between a large number of sources. We conclude that these .xyz scanners are therefore most likely
part of a distributed academic scan.

5.1 Top Scan Sources
In this analysis we investigate the top scanning ASes. Table 2 shows the top ten source ASes in
our telescope by the number of packets sent. The highest-ranked AS is an acknowledged scanner3
that belongs to Driftnet, a British cybersecurity company. They target domains from zone files and
CT logs, and run broad port scans to more than 43.9k ports across our entire measurement period,
resulting in over 7 million packets observed. In contrast, over 99% of traffic from the second-highest
AS (AS139831–DITO) consists of ICMP probes originating from a single address, which probes
several unexposed addresses throughout the telescope. This AS also contained a second address
that sent 22 TCP packets to our .org and .xyz domains.

The two following ASes—Cloudflare and Brigham Young University (BYU)—almost exclusively
send HTTP(S) probes (ports 80 and 443) to the domain addresses. In the case of BYU, this traffic
came from a single address targeting Tranco domains.4 The BYU AS also contains a less prolific
2As IPv6 address space is cheap, it is common for IPv6 scanners to distribute large-scale IPv6 scans across multiple source
addresses in the same network [11, 34, 48]. To not overestimate the number of distinct entities responsible for scans, we
quantify scanners by the number of unique source ASes whenever possible. This gives us a conservative estimate of the
number of scanners that does not overcount single scanners operating from large prefixes.
3Acknowledged scanners are benevolent scanners that declare their behavior and purpose, e.g. on a public website [5].
4We reached out to the research group at BYU operating these scans and learned that this is an experiment on SYN Cookie
adoption: each day, the researchers collect IP addresses from the Tranco Top 1M domains and add them to an aggregate list
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address that participated in the on-off CAIDA Ark scan mentioned at the beginning of this section.
Similarly, we can identify two sets of IP addresses in the Cloudflare AS. The majority of traffic
(>99%) comes from over 13 000 addresses across the 2400:cb00/32 prefix. The rest originates from
868 addresses, which—according to the IPinfo privacy classification dataset [21]—are relay exit
nodes from Cloudflare WARP [4].
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Fig. 4. ECDF plot of the proportion of
IPv6 source ASes vis-à-vis their maxi-
mum and median Δ𝑡 (rounded to sec-
onds)—Across all exposure methods, the
majority of scanners predominantly per-
form early scans, where the scanner scans
an address immediately after receiving a re-
sponse from the DNS server (Δ𝑡 < 1ℎ).

DigitalOcean (#5) was another prominent source of
scan traffic. Given that this is a hosting provider, it is
unclear how many distinct entities are responsible for
the traffic from this AS. Using rDNS records, we were
able to attribute 378 addresses to BinaryEdge, and 77
to LeakIX—both cybersecurity companies. For the re-
maining addresses, we again leverage our one-address-
per-query technique to estimate which source addresses
within the telescopemay be related. By grouping together
source addresses that target the same destinations, we
find 196 addresses that scan the same telescope addresses
as BinaryEdge; these are likely addresses that belong
to the same organization, but were missing the identi-
fying rDNS records. We also find five groups of 574 to
851 addresses that share at least one destination address.
Interestingly, while none of the addresses within these
groups target more than 35 unique ports individually, the combined addresses in each group target
the exact same 165 ports. When evaluating the traffic of the five groups longitudinally, we find that
scanning patterns of the individual groups align: each group of IP addresses performs scans every
Monday for three to five weeks before it stops scanning, and another group takes over. We conclude
that these addresses are operated by the same entity, which distributes scans across multiple source
addresses and swaps out its source address pool after a few weeks (see Figure 9 in Appendix C for a
visualization). This shows that, using our method, we can also identify scanning campaigns across
multiple addresses within an AS.

The remaining five ASes solely focus on addresses which our DNS server did not expose. These
ASes predominantly send ICMPv6 traffic and (except #8) are either research ASes (#6, #7) or can be
attributed to well-known research groups in the measurement community (#9 [19], #10 [11]).
Key Takeaways: (i) The heavy hitters in our telescope comprise both unknown actors as well as

known cybersecurity or research organizations. (ii) Using our method, we can check if addresses in
cloud ASes are part of a common scanning campaign, as shown by the example of DigitalOcean.

5.2 Early vs. Late Scanners
As explained in Section 4.2, we want to explore if domain-based IPv6 scanners resolve a domain
and scan the corresponding address in one go, or if they have a dedicated address collection phase
(i.e., they resolve the domain, collect the IPv6 addresses, and perform the scans at a later time). To
investigate this, we focus on the time difference between DNS queries and scans. For every source
AS scanning an exposed address in the telescope, Figure 4 shows the maximum and median time
Δ𝑡 between when the DNS server first handed out an address and when the AS scans the address in
the telescope (split up by the exposure method of the associated domain name). For each domain
exposure method, over fifty percent of the ASes always scan the telescope in less than a minute

of addresses. They then routinely perform a measurement to the addresses on this lists that sends multiple TCP packets to
ports 80 and 443, explaining the high amount of traffic we observe.
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after receiving an answer from the DNS server. On the other end, we see a long tail of ASes that
send scan packets to the address weeks or even months after it was first handed out. The AS with
the largest Δ𝑡 of 53 days was AS1149. According to WHOIS data, this AS was used for research
scans by the University of Twente at the time. In the ASes scanning CT log and Zone File domains,
we see two spikes after 7 days and 12 days, respectively. In case of the latter, this can be attributed
to the 80 ASes in the distributed scanning event mentioned in Section 5. The former are three ASes
from the Censys cybersecurity company (AS398324, AS398705, AS398722), which scan the CT log
domains almost exactly one week after receiving the IP address from the DNS server.

Our findings show that domain-based IPv6 scanners fall into two categories: early scanners, which
scan the address shortly after resolving the domain name, and late scanners, which resolve the
domain name but then take time before sending any IPv6 scan packets. In the remaining sections,
we will refer to scans with Δ𝑡 < 1ℎ as early scans and to those with Δ𝑡 > 1ℎ as late scans.

Key Takeaways: (i) We find that domain-based IPv6 scanners can be classified as early or late
depending on their address collection and scanning procedure. (ii) Across all attraction methods, over
50% of the scanners perform only early scans.

5.3 Which Domain Sources Do Scanners Use? Table 3. Sources and traffic attracted to
the IPv6 Telescope by various domain
exposure methods—gTLDs were the most
effective attractor. CT logs, Tranco, and the
.ch TLD also drew in many scanners.

#Scans #Sources

Source Early Late ASes Addrs. Dst. addrs

com 49 984 690 492 232 8186 8311
net 64 077 680 609 242 7899 12 947
org 46 747 721 589 203 7499 6921
xyz 55 849 715 868 297 7738 11 157
ch 45 690 31 306 171 7003 6738
nl 464 8500 31 2046 160
de 124 0 2 3 8

CT log 6805 1 095 484 44 3182 1380
CT wildcard 16 12 775 6 2858 90

Tranco 1609 185 851 105 119 2383

We now turn to the question of which of our domain
exposure methods were most effective at attracting IPv6
scanners. Table 3 shows both the amount of scan traffic as
well as the number of sources we attracted using different
domain exposure methods. The zone-file-based exposure
method attracted by far the most scanners (16 777 unique
source addresses in 488 ASes). gTLDs were most effec-
tive (13 982 unique source addresses in 462 ASes total),
followed by the .ch ccTLD (7003 source addresses in 171
ASes). The .nl ccTLD attracted a moderate number of
scanners (2046 addresses in 31 ASes), whereas the .de
TLD only received traffic from three source addresses.
This distribution reflects the open (gTLDs, .ch) versus
closed (.nl, .de) nature of these zone files, directly cor-
relating with how easy it is for organizations to discover these domain names.

The subdomains for which we registered certificates received more scan packets than any other
individual exposure method (1 095 484 packets). However, 99% of these originate from a single
AS (AS211298/Driftnet; cf. Table 2). We also see six ASes trying to guess subdomains under the
domains for which we registered wildcard certificates. Finally, the Tranco top list attracts several
scanners as well (119 source addresses from 105 ASes).
In light of these findings, we ask ourselves: are scanners we attract simply using multiple

domain sources, or do different exposure methods actually attract different scanners? To
answer this question, we look at the intersections of source ASes across exposure methods.

Figure 5 shows an UpSet plot [25] of the largest subsets of source ASes attracted through different
exposure methods. We see that there are substantial overlaps in the source ASes we attract through
zone files, as seen in the rightmost portion of Figure 5. For example, 41 ASes send traffic to all of
the five most-used TLDs in our experiments (.xyz, .net, .com, .org, and .ch), whose zone files
are easily accessible. In addition to smaller intersections across different TLD zone files, we also
see overlaps between scanners using zone files and those using Tranco or CT logs.
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Fig. 5. UpSet plot showing the intersec-
tions of source ASes across different ex-
posuremethods—Hues indicate howmany
ASes in a set are performing only early scans
(orange), only late scans (blue), or both early
and late scans (green). Owing to space con-
straints, we only show subsets containing
more than seven ASes, and we omit scan
traffic targeting .de or wildcard certificate
domains.

Apart from such multi-source scanners, we also ob-
serve several scanners that only target domains from a
single source, as seen in the left half of Figure 5. Among
these, most are targeting the .xyz (95 ASes) and Tranco
(74 ASes) domains. In case of the former, this is mostly
because of the 80 ASes from the singular scanning event
targeting .xyz domains. If we remove scanners that only
target the shared address during the distributed CAIDA
Ark event from the .xyz scanner set, only 31 ASes remain.
This is, however, not the case for the Tranco scan event
mentioned earlier: if we only include scanners that sent
packets on days other than one where we saw the Tranco
scan event, the number of ASes in the Tranco-only set
merely drops to 45.
Among the .net, .com, .org, and .ch TLDs, we also

see more than 19 ASes that each are only attracted using
the respective zone file. This shows that, even though
there are overlaps between scan sources, it is worthwhile
for IPv6 telescope operators to expose domains in multi-
ple sources as there are several scanners that only target domains in specific sources.
Key Takeaways: (i) gTLDs were the most effective attractor. CT logs, top lists, and the .ch TLD

also drew in a considerable number of scanners. (ii) While there are substantial overlaps in the source
ASes attracted using different domain sources—especially across different zone files—several scanners
are only attracted using a single domain source, which makes it worthwhile for telescope operators to
expose domains in multiple places.

5.4 Differences in Scanner Behavior
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Fig. 6. Protocols sent by source ASes in
early vs. late scans—Early and late scans
differ greatly: early scanners almost exclu-
sively send TCP/UDP traffic whereas late
scanners focus on ICMP.

The two categories of early and late scanners not only
reflect different strategies for address collection: they also
correlate with different scanner behavior. In Figure 6, we
plot the protocols scanned by ASes in early versus late
scans (recall that “late” scans are scans where the packet
arrives at an address >1h after the address was handed
out by the DNS server, cf. Section 5.2). When performing
late scans, most (i.e., 232 out of 257) ASes exclusively
send ICMP packets. However, among the early scans
there is no AS that only scans ICMP—here, ASes either
scan TCP/UDP (371 ASes) or both ICMP and TCP/UDP
(19 ASes).

Targeted Ports and Services. Among those ASes also scanning TCP/UDP (390 for early scans
and 25 for late scans), only 72 (20%) of the scanners that did early scans scanned ports other than 80
and 443. Apart from 80 and 443, the most common ports scanned in early scans are SSH (port 22; 58
ASes) and SMTP (ports 587 and 25; 15 and 6 ASes, respectively). The ASes doing late TCP/UDP scans
also focus largely on web ports (ports 443 and 80; 18 and 14 ASes, respectively), closely followed by
SSH (port 22; 10 ASes), and DNS (port 53; 9 ASes). Overall, we observe that late TCP/UDP scanners
target substantially more ports than early ones: despite being fewer in number, the 25 late TCP/UDP
source ASes target 44K ports in total, while the scans from early ASes cover only 18. (For a more
in-depth analysis of this, see Appendix F.)
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Fig. 7. ECDF of the median hop limit per
source AS for ICMP packets in early vs. late
scans.

Differences in ICMP Scans.When it comes to ICMP
scans, we also see substantial differences between early
and late scanners. Figure 7 shows a CDF of the median
hop limit of the ICMP packets we receive per source AS.
For 58% of all the ASes doing late ICMP scans, the median
hop limit in the ICMP packets is smaller than 6. This
indicates that these scanners are most likely using the IP
addresses as targets in traceroute measurements. When
performing traceroutes, the scanners will start sending
packets with low but incrementing hop limit values to
trigger ICMP error messages from the routers along the
path—as the destination is our telescope, we receive these probing packets with small hop limit
values. For the majority of the remaining late ASes, the ICMP packets arrive with a median hop
limit slightly below 255. These ASes also comprise the 80 ASes from the distributed CAIDA Ark
scan. In the early scans, however, the ICMP packets of almost all ASes have a median hop limit
slightly below 64. This shows that IPv6 scanners are using different ICMP scanning tools, which
correlate with their initial address collection strategy.

Differences in AS Types. We also investigate the AS type of the source ASes observed in our
telescope (Figure 8) using IPinfo’s IP-to-ASNAPI [20].While both early and late scans predominantly
originate from hosting ASes, ISPs are a far more common source in early scans, and education ASes
are comparatively more prevalent among late scans. The latter indicates that a substantial portion
of IPv6 scanners with a dedicated scanning phase are likely research-related.
Key Takeaways: (i) We find stark behavioral differences between early and late scanners, with

early scanners scanning mostly TCP/UDP, while late scanners predominantly scan ICMP. (ii) Among
the early scans, the overwhelming majority of source ASes only scan web-related ports (80 and 443).
(iii) Based on the hop limit values, we observe that more than half of the source ASes in late ICMP scans
are likely performing traceroutes. (iv) The source AS types also differ between late and early scanners.

5.5 Are Early Scanners Dual-Stack?
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Fig. 8. AS categories of source ASes in early
vs. late scans.

In the previous subsection, we showed that early IPv6
scanners predominantly send TCP/UDP traffic to ports
80 and 443. Since these scanners are focusing on web
protocols, the question arises: are these scans specific
to IPv6, or are they generic web crawls that could
also be observed in IPv4? It is possible that some of the
scanners we observe are merely trying to crawl domain
names without any regard for which underlying layer-3
protocol they are using. In theory, these scanners could
be running a dual-stack setup where they merely connect
via IPv6 on a best-effort basis and fall back to IPv4 if they are not able to establish a connection.

As introduced in Section 4, we set up an IPv4 web server under our control to evaluate this
behavior. For every domain we use to attract IPv6 scanners, we configure an extra A record that
resolves to the IPv4 address of the web server. As our telescope does not respond to probing
packets, a dual-stack domain scanner might try to connect to our IPv4 web server once it receives
no response via IPv6. By logging the incoming probes at the web server including their source
addresses and arrival times, we can look for instances where a scanner tried to connect to both our
IPv6 telescope and our IPv4 server.
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Table 4. Top 6 HTTP requests of dual-stack
crawlers among the early scanners by num-
ber of source ASes.
Rank #ASes Request

#1 80 GET / HTTP/1.1
#2 19 POST /xmlrpc.php HTTP/1.1
#3 13 GET /.env HTTP/1.1
#4 11 HEAD /wordpress.zip HTTP/1.1
#5 11 GET /favicon.ico HTTP/1.1
#6 10 HEAD /public_html.zip HTTP/1.1

Table 5. Scanning traffic received for addresses from each
specific dataset of the IPv6 Hitlist.

#Probes #Sources

Dataset Total TCP UDP ICMP #Dst. Ports ASes Addrs.

public 384 807 364 449 16 421 1560 8566 37 5585
input 174 660 162 558 6783 2723 209 113 8386

icmp 12 841 9336 48 3457 759 84 148
tcp443 3250 3236 0 14 392 3 3
tcp80 3359 3237 0 122 392 4 12
udp443 101 87 0 14 8 2 2
udp53 889 299 576 14 9 5 5

As we do not know which IPv4–IPv6 address pairs belong to the same scanners, we match the
scans at the IPv6 telescope to those at the IPv4 web server based on the source AS. If our web
server observes a connection (i) from the same AS (ii) to the same domain name (iii) on the same
destination port (iv) within 1 second of a corresponding connection attempt in the IPv6 telescope,
we consider it a scan from a dual-stack scanner. This gives us a conservative estimate of how many
scanners may be employing such a dual-stack scanning technique.
In the telescope, we observe 12.6 k addresses in 360 ASes that perform early scans of ports 443

and 80. The number of source addresses is deceptively large—10 k of these addresses are located in
AS13335 (cf. Table 2). Across the 360 ASes, the median number of source addresses performing early
web scans is 1 (only 157 ASes contain more than one early web scan address). If we match the scans
of these addresses with the connections we see at the web server, we can identify a matching IPv4
connection attempt for 590 addresses in 123 ASes. For 81 of these ASes, we could find a matching
request for every IP address that performed early web scans. This shows that a large portion of
early domain-based IPv6 scanners are not targeting IPv6 per se; instead, these scanners are most
likely crawlers trying to access the web services hosted under the domain names. As these scanners
are running on a dual-stack setup, they do not have any special regard for the underlying layer-3
protocol and will fall back to IPv4 if IPv6 is not available.

Since our web server is able to capture the HTTP request of scanners, we can use this information
to gain insights into which web services IPv6 scanners/crawlers are targeting. Table 4 shows the
top 6 HTTP requests at the web server that we were able to match to scans in the telescope. While
the majority of scanners are merely sending a simple GET request for the web root, we also observe
several ASes targeting resources that may be related to vulnerabilities such asWordPress’ XML-RPC
endpoint or .env. This shows that some web-protocol IPv6 scanners may actually harbor malicious
intentions and thus pose genuine security threats to operators.

Key Takeaways: (i)We show that a substantial portion of early IPv6 scanners are layer-3 agnostic:
these scanners are performing web crawls on a dual-stack setup and will fall back to IPv4 if necessary.
(ii) By cross-referencing HTTP requests at our IPv4 server with IPv6 scans in our telescope, we find
evidence of scanners searching for vulnerabilities in web services.

6 Influence of the TUM IPv6 Hitlist on IPv6 Scan Traffic
Having studied the impact of domain names on IPv6 scan traffic, we turn to the question: would
we have seen additional scan traffic had we not excluded our addresses from the IPv6
Hitlist (Section 4.4)? This topic is especially important for future studies seeking to study IPv6
scanners, as researchers might risk conflating scanners attracted by their address exposure methods
with those attracted by the Hitlist.

We set out to answer this question by exposing a total of 56 addresses in the cumulative input
list, the joint list of responsive addresses, and the protocol-specific lists of responsive addresses
of the IPv6 Hitlist Service (cf. Section 4.4). We collect the resulting traffic at an independent /56
network telescope.
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Indeed, after collecting traffic for 200 days, our network telescope received a total of 587 977
probes sent to the 56 addresses published on the IPv6 Hitlist, originating from 11 k addresses in
213 ASes. 96.67 % of all probes use TCP (92.61 %) or UDP (4.05 %), scanning a total of 8864 different
ports (8257 TCP, 741 UDP), whereas only 2.48% are ICMPv6 echo requests; the remaining 0.85%
are Generic Routing Encapsulation (GRE) packets or ICMPv6 echo replies. Of the source addresses
we observe targeting addresses exposed on the Hitlist, 7244 (66%) in 183 ASes (86%) also scan one
of the exposed addresses in our domain telescope.
We also investigate which of the datasets published by the IPv6 Hitlist attract the most traffic.

As seen in Table 5, the public list of all responsive addresses (labeled public) attracts the highest
number of scanning probes, which mainly consists of TCP-based traffic targeting a wide range of
ports from 37 ASes. While the input dataset also attracts many TCP probes, they originate from
a wider range of ASes and target fewer ports. Note that the Hitlist input contains all addresses
collected by the Hitlist, regardless of whether they are responsive. This shows that merely having an
address collected by the Hitlist will increase the number of observed IPv6 scan sources considerably,
even if this address is located in an unresponsive IPv6 telescope.

The protocol-specific lists of responsive addresses attract less traffic: the icmp dataset attracts the
most ICMP echo requests as well as a large number of probes targeting various TCP ports, coming
from a total of 84 source ASes. The lists of addresses responsive on HTTP port numbers (tcp80,
tcp443, udp443) see mostly TCP probes targeting non-standard HTTP ports (8899, 8090) but also
ports for other protocols (22, 554). Scanners using the udp53 dataset send 89% of their probes
towards port 53, using 73 % UDP and 27% TCP. In Appendix E we provide additional analyses on
the scanning traffic we observed at our Hitlist addresses.
Key Takeaways: (i) Having an address in the IPv6 Hitlist attracts a substantial amount of scan

traffic from multiple ASes. Future studies should therefore carefully consider if this “Hitlist effect” could
impact their findings. (ii) Even non-responsive addresses can attract scanners through the Hitlist if
they appear in the cumulative input.

7 Discussion
7.1 Five Lessons for Building Domain-Based IPv6 Telescopes
In this section, we revisit our key findings and discuss what researchers operating IPv6 telescopes
can learn from them to study IPv6 scanners more effectively.

(i) Beware of theHitlist Effect.A central question throughout the existing literature on building
IPv6 telescopes has been “how can we expose IPv6 addresses to attract IPv6 scanners?” Researchers
commonly try to answer this by first exposing addresses and prefixes from their telescope in various
places, checking if there are any incoming IPv6 scan packets, and then assessing if the exposure
method is an effective way to attract scan traffic. As we have shown, there is a common fallacy
here: if the address in question ends up on the IPv6 Hitlist, it will attract large amounts of IPv6
scan traffic either way. To study how scanners find target addresses, one should account for the
IPv6 Hitlist, either by (1) asking hitlist operators to exclude the telescope’s address range or by (2)
having an adequate control to measure the base rate of scan traffic attracted through the Hitlist.
(ii) Check for Distributed Scanners. IPv6 address space is cheap. It is therefore easy for

scanners to distribute their scans across different source addresses, either to send packets faster by
using multiple scanning instances or to evade rate limiting or blocking at the target. Consequently,
it is hard to tell if different scan sources—within the same or different ASes—belong to the same
entity. Our DNS-aware IPv6 telescope can uncover such related scanners by mapping scan traffic
from different sources back to a shared initial DNS query. Researchers interested in identifying
distributed scanning efforts themselves can build on our work as we publish our source code and
instructions on how to replicate our custom DNS-setup as an artifact (cf. Appendix B).
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(iii) What Kind of Scanners Am I Studying?—Is My Traffic IPv6-specific? We have shown
that there are two fundamentally different types of domain-based scanners in IPv6. On the one
hand, there are the late scanners: sophisticated dual-phase scanners that first collect IPv6 addresses
and then later conduct large-scale scans, often from different source addresses and sending mostly
ICMP probes (cf. Section 5.2). On the other hand, there are the early scanners that scan IPv6, but
do not have a preliminary address collection phase. As we have shown, early scanners are often
not confined to IPv6 and also fall back to IPv4 if they cannot establish an IPv6 connection. To
put things another way: we discovered that early scanners are largely service oriented as they
mostly send TCP/UDP probes to the ports of common layer 7 protocols, whereas late scanners are
more topology or reachability oriented since they predominantly send ICMP packets—either as a
responsiveness check or as part of traceroutes (cf. Section 5.4). Given these differences between
the two scanner types, we recommend to use different strategies to study them: for late scanners,
DNS-aware IPv6 telescopes are beneficial because they allow researchers to identify distributed scan
sources (as described in the preceding paragraph). As early scanners do not reuse DNS responses
across scans and also focus more on port scans, studying them with (IPv6-capable) honeypots is
possibly a better choice. This allows one to investigate the scanners’ layer-7 payloads as well, and,
for those scanners that are layer-3 agnostic, honeypots can also be used to record their IPv4 source
addresses—two aspects that are especially interesting to those studying these scanners with the
intention of creating blocklists.
(iv) How Should I Expose My Domain Names?We have shown that it can be worthwhile

to expose domain names in multiple sources to attract the greatest number of scanners possible.
gTLDs, Tranco, the .ch TLD, and CT logs all attract a substantial number of scanners, including
several scanners that only scan domains from a single source. For this reason, we recommend using
multiple sources to expose domains. Also, if researchers deliberately want to also study scanners
relying on the IPv6 Hitlist, they can also attract a fair amount of scanning traffic by getting their
addresses included in the Hitlist on purpose. (However, we recently observed that—at least in
regard to some protocols—Hitlist scanners are predominantly non-malicious [17].)
(v) Beware of “Researching the Researchers.” In course of our measurements, we also

received a substantial amount of traffic from well-known scanning organizations, some of which
operate from multiple ASes like in the CAIDA Ark event in Section 5 or the IPinfo prefix detection
measurement in Appendix D. Had we not identified these organizations, we could have easily
mistaken these as scans from distinct entities. Hence, it is important to check for well-known
scanning organizations as these often send a lot of packets that are not representative of actual
malicious scanning traffic. Possible ways of doing this are to identify distributed scans that target
the same addresses (see our second point above) and to check whether the source addresses of
scans can be attributed to scanning organizations, for example through rDNS records or WHOIS
entries. Conversely, researchers and organizations performing IPv6 scans should do their best to
identify themselves—this includes adhering to best practices like setting up web pages and rDNS
records explaining the benign nature of the scans, and giving network operators a chance to opt
out [10].

7.2 Limitations & Future Work
Other Hitlists. In theory, it is possible for telescope addresses to appear on other IPv6 hitlists apart
from the one operated by TUM. However, hitlists are generally tailored towards collecting responsive
addresses that can be used in scans. Therefore, if the telescope addresses are unresponsive—as they
were in our study—we do not expect hitlists maintainers to include them. The TUM IPv6 Hitlist—to
the best of our knowledge—is unique in this regard as it not only publishes responsive addresses, but
also the cumulative input list of all IPv6 addresses found. Nevertheless, should one of or addresses
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appear on other hitlists, our one-address-per-query policy would allow us to identify scanners that
discovered the address through a common third party. In course of our measurement period, we
saw no signs of scanners scanning a common address that likely ended up on a hitlist.

Passive DNS Data. In addition to hitlists, it is also possible for the domains to appear in passive
DNS datasets if resolver operators collect the queries for our exposed domain names [52]. Unlike
hitilsts, this is something that we cannot account for as we know neither which DNS resolvers
scanners are using nor which of them collect such data.

Scanners UsingGenerativeAlgorithms for IPv6Addresses. In this study, we have focused on
IPv6 scanners targeting the addresses handed out by our DNS server. However, scanners do not have
to limit their scans to the addresses we expose: they could—in theory—also use Target Generation
Algorithms (TGAs) to search for active addresses in the adjacent address space [6, 8, 45, 46, 50, 53].
While such scans are not the main focus of our work, we investigate this possibility in Appendix D.

Which Scanners Are “Malicious”? Even though we see several scanners sending packets
to ports with services they could be trying to exploit (e.g., the web and SSH scans described in
Section 5.4), we cannot decisively say if any of these scanners are genuinely malicious. Since our
method relies on observing traffic at telescopes that scanners cannot interact with, we, like most of
the work on IPv6 scanners up until this point [11, 34, 48, 49, 54], cannot fully judge which scanners
harbor malign intentions. However, we have shown that a substantial portion of the IPv6 traffic we
observe is clearly non-malicious as it originates from well-known scanning organizations. Future
work should therefore pivot from analyzing IPv6 scan traffic in general and delve deeper into what
IPv6 scan operators do when they manage to connect to a host. As an important first step, we
have shown that most domain-based IPv6 scanners target web protocols, often without caring
if they connect over IPv6 or IPv4 (cf. Section 5.5). Furthermore, our analysis of layer-3-agnostic
scanners revealed that some scanners are crawling for resources related to vulnerabilities (cf. Table 4,
Section 5.5). To accurately study if they also exploit these, one could set up a honeypot that can
emulate the services the scanners are targeting. This would allow one to observe how scanners
interact with these services, and to assess if these interactions are actually malicious.

8 Conclusion
Domain names are an important source for IPv6 scanning campaigns. Through our DNS-aware
IPv6 telescope, we are able to uncover a new dimension to IPv6 scans on the Internet—domain-
based IPv6 scanners can be separated into two categories: those that scan domains immediately,
and those that collect addresses and scan later. As our findings showed, depending on which of
these two strategies scanners use, their behavior differs considerably—both in terms of how they
conduct their scans and what they are scanning for. We also addressed challenges affecting previous
research on IPv6 scanning: by investigating shared destination addresses, we were able to identify
scanning campaigns that are spread out across multiple IP addresses—both within and across ASes.
We further showed that the IPv6 Hitlist can have a considerable impact when measuring IPv6
scanners—even with non-responsive Telescopes—which needs to be taken into account by future
studies.

Researchers operating IPv6 telescopes or honeypots can benefit from our work: they can choose
suitable domain exposure methods based on our findings, use our new DNS-aware telescope
to uncover distributed scans, and tailor their future investigations towards either the (possibly
dual-stack) service-oriented early scanners or the reachability-oriented late scanners.

Going forward, as we find the distinction between different address collection strategies among
IPv6 scanners to be of key importance for future studies, we release the source code of our DNS-
aware telescope setup as an artifact—thereby allowing other researchers trying to develop IPv6
telescopes to build on our work.
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A Ethics
The traffic collected by our telescope does not originate from human users but from automated
scanners. We therefore do not collect any personal data or traffic from actual Internet users. The
nameserver and telescope are dedicated setups that are not used for any other services. Hence, they
do not attract traffic from real users. Similarly, our exposed domains are newly registered and not
used for any other services.
Our work mostly relies on passive data collection in a telescope, but also uses active scans to

identify acknowledged scanners. We conduct rDNS lookups for all IPv6 addresses contacting our
telescope and check whether scanners host a website. These lookups are done once per scanner IP
address. Thus, the impact in terms of traffic is minimal.
When placing domains on the Trance top list, we took precautions to minimize their influence

on research studies that rely on Tranco. As it is common for researchers to scan subsets of higher-
ranked domains, we make sure that our honey domains do not make up more than 0.02% of the
top 10𝑛 domains (for all 𝑛 ∈ N) at any point in time. For example, we only insert at most two of
our domains into the top 10k. This means that anyone scanning the top 10k will only scan two of
our domains—consequently, we would not have a statistically significant impact on their research
findings. Depending on the research question, the volatility of top lists (i.e., the churn of domains
within the top list) and the unavailability of domains within them will have a much larger impact on
experiments. Furthermore, we always place our domains in the lower-ranked half of the respective
top 10𝑛 domains, and we do not place any domains in the top 9k. As a consequence, none of our
domains are ever included in the top 0.9% (i.e., the top 9K) of the Tranco Top 1M. We consider this
a one-off experiment and do not plan to include experiment domain names in Tranco long-term.

Similarly, we only put a small set of addresses on the IPv6 Hitlist, limiting the impact on studies
using it as input for IPv6 scans.
We discussed our approach with our Institutional Review Board (IRB) and they approved this

study.

B Open Science
To aid other researchers studying IPv6 scanners, we release all traffic captured by our telescope
and our preprocessed traffic data with annotations (e.g., domain sources, Δ𝑡 values and tags for
known scanning organizations) as an artifact. Also, as we want to enable others to deploy their
own DNS-aware IPv6 telescopes as well, we provide the source code and setup instructions for our
telescope-aware DNS server that allows correlating resolution times with telescope traffic. Both
the source code and the data mentioned are available at https://doi.org/10.17617/3.JS9HCI.

C Distributed Scanning Group in AS14061 (DigitalOcean)
Figure 9 visualizes the temporal development of scanners in AS14061 (DigitalOcean) discussed in
Section 5.1. Different groups of addresses perform scans every Monday for 3-5 weeks. Afterwards,
the set of addresses changes but the behavior remains the same.

D Do Domain-Based IPv6 Scanners Target Unexposed Addresses?
As IPv6 scanners are searching for responsive scan targets in the IPv6 address space, their scans do
not necessarily have to be confined to the addresses which we exposed via our DNS server: they
might also probe neighboring addresses to uncover other responsive hosts in the same network. We
therefore analyze which of the domain-based IPv6 scanners in our telescope also target addresses
other than the ones associated with a honey domain names.
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Fig. 9. Daily scan packets of the five groups of addresses inAS14061 that share destination addresses—
Each color denotes a different group. A single group performs scans every Monday for 3–5 weeks before it
stops and another group takes over.

For this, we take the set of all source IP addresses of the scanners that targeted an IP address
exposed through our DNS server and check if any of them also sent packets to an address that was
not exposed via DNS. We find that of the 25k addresses in 592 ASes targeting exposed addresses in
our telescope, 178 addresses in 41 ASes also send traffic to non-exposed addresses in the telescope.
Based on the rDNS records, 169 (95%) of these addresses are associated with IPinfo. We were able to
confirm that these addresses are indeed part of IPinfo’s IPv6 aliased prefix detection measurements.
The remaining 9 non-IPinfo addresses were located in three ASes and only sent 34 packets in total.

While we could not find many source addresses scanning both exposed and unexposed telescope
addresses, it is possible that our domain names still attracted scanners to our telescope that do not
target the exposed addresses themselves. As the goal of our method is to study scanners targeting
exposed addresses, identifying such scanners is beyond the scope of this paper; however, we will
try to provide a best-effort analysis of this in remainder of this section.

To investigate if our domain experiments attracted traffic from scanners predominantly targeting
unexposed addresses, we compare the traffic directed at the unexposed addresses in the upper half
of our /36—which contains the addresses that our domains resolve to—to the lower, unused half of
the telescope where we do not expose any addresses.5
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Fig. 10. Daily traffic and source ASes in the upper /37 of our telescope of where we expose addresses vs. the
lower /37 where we do not.

In total, our telescope received 1M packets to unexposed addresses coming from 442 addresses
in 55 ASes. Figure 10 shows the daily number of packets and source ASes targeting unexposed
addresses for both halves of the telescope. We see no clear indication that the /37 where we expose
5For this analysis, we exclude the IPinfo addresses that we identified earlier.
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our addresses attracts traffic from more ASes than the other half. In fact, the unexposed addresses
in the upper half of our telescope saw both less traffic (815K vs. 195K packets), and less source ASes
(45 vs. 48 ASes) than those in the lower half. However, the domain /37 received traffic to unused
addresses from 7 ASes that did not contact the control /37. Moreover, we observe an intersection of
38 ASes in both halves of the telescope, 13 of which only contacted the telescope after we started
exposing addresses via domain names. The average number of daily packets to unexposed addresses
also increases after the begin of our experiments. As our current method does not allow us to make
any inferences about whether our domain names might have attracted these scans, we leave this
question to future work.

Key Takeaways:We find several source addresses that scan both exposed and unexposed address in
our telescope. Most of these belong to IPinfo—a known scanning organization. For the source addresses
that only target unexposed addresses, we see no clear indication that they were more likely to target
the half of the telescope where we exposed addresses.

E Additional Analysis of the Hitlist Scanners
As we expose addresses in multiple datasets published by the Hitlist, we can also study the combi-
nation of datasets used by the source ASes we observe. Figure 11 shows the intersections between
the different datasets and the number of scan sources they attract. In this plot we combined the
eight addresses exposed in each dataset into one category each (cf. Section 4.4). The only exception
is icmp_rand_1, the first of two random addresses published in the list for addresses responsive to
ICMPv6 probes, which we choose not to combine with the other seven addresses in this dataset as
it attracted exceptionally many source ASes. This is likely due to a distributed scanner targeting
only a subset of the addresses in the icmp list, e.g., by filtering to only include a number of target
address per subnet.
The most-used dataset in terms of attracted source ASes is the Hitlist input dataset, which

currently holds more than four billion addresses and is the most extensive dataset. As this is a
cumulative list of collected addresses going back to 2018, most addresses are historic and currently
unreachable (for comparison the most recent list of responsive addresses contains only 20.6M
addresses). This is followed by the icmp_rand_1 address from the icmp dataset. Both datasets require
a registration at the service. The publicly available dataset of responsive addresses was used by
scanners from 21 source ASes. All remaining ASes use a combination of datasets, including the
combination of all available datasets, except for the udp53 dataset, which two ASes use exclusively.
Usage of the latter indicates dedicated DNS measurements.
Furthermore, we find a small percentage of probes (1.36%, 8006 probes) that do not target the

exact published addresses, but other addresses within the same /64 prefixes which we allocated
for the experiment addresses. 2290 probes (28.6 %) originated from the TUM Hitlist aliased prefix
detection mechanism and were caused by a configuration error on behalf of the maintainers. The
remaining probes originated from 16 different ASes, with the top three ASes accounting for 92 %
of probes. 97 % of probes use ICMPv6 echo requests with 2.8 % using TCP and eight probes using
UDP. We find that some of the probed addresses follow common patterns, where the values of
some address nibbles are randomized whereas others stay fixed. This indicates that scanners might
use heuristic scanning methods to discover unknown active addresses by identifying patterns in
known addresses. This is a common technique employed by TGAs, which are also used for Internet
measurements and predominantly send ICMPv6 echo requests for probing [45, 46, 50].

Lastly, by manually inspecting the source ASes and addresses as well as their rDNS records, we
were able to map 78.76% of all probes (excluding those which do not target the exact published
addresses) to known scanning organizations. We list the organizations we were able to identify in
Table 6.
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Table 6. Organizations scanning the addresses ex-
posed on the IPv6 Hitlist.
Organization #Src. ASes #Probes #Dst. Ports Used datasets

BinaryEdge 1 3489 245 public
CAIDA 8 8 0 icmp_rand_1
Censys 1 6 1 public
FH Münster 1 5046 38 public
Georgia Tech 1 50 5 public
Driftnet 1 237 101 8408 public
IPinfo 2 190 0 input
RIPE Atlas 4 172 1 input, icmp_rand_1
Shadowserver 1 205 917 114 public, input
University of Twente 1 3087 1 icmp_rand_1
Unknown 204 124 840 3378 public, input, udp53

icmp, icmp_rand_1
tcp443, tcp80, udp443

Total 213 579 907 8863 public, input, udp53
icmp, icmp_rand_1
tcp443, tcp80, udp443
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(AS211298/Driftnet).
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Fig. 13. Strip and box plot visualizing the number
of ports scanned by early vs. late ASes that send
TCP/UDP traffic—Each colored dot represents an AS.
ASes target a greater range of ports in late scans.

F Differences in Port Scan Behavior between Early and Late Scanners
To give a better overview of which ports early and late scans target, Figure 12 shows the destination
ports of all TCP/UDP packets sent to the telescope in relation to their Δ𝑡 . The left side of the plot
contains the early scans: overall, early scans target only 18 unique destination ports, with ports 80
and 443 being the most popular (cf. Section 5.4). Moving further to the right, the first late scans start
to appear: a prominent example are the BYU scans targeting ports 80 and 443 of Tranco domains
(cf. Section 5.1), which occur between 89min and 24.5h after the target address was handed out by
the DNS server. The rightmost portion of the plot is dominated by the scans of Driftnet, our most
prominent source of traffic (cf. Section 5.1). Driftnet exclusively performs late scans, which target
43.9K different ports and have a Δ𝑡 range from 6.2h to 32 days.

Although only 25 late scanners sent TCP/UDP packets to our telescope, 8 (32%) of them target
more unique ports on their own than all early scanners combined. Figure 13 further illustrates this
discrepancy: late TCP/UDP scanners target more ports than their early counterparts. In addition to
Driftnet with its 43.9K destination ports, 7 other ASes perform late scans of more than 100 ports.
Opposed to these are the early scans, where the largest number of ports scanned by a single AS
is 7.
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